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Blueprints and Provisioning Workflows with Apple Configurator 2

Apple Configurator 2 is a macOS app that allows IT to deploy one or many iOS, iPadOS, and tvOS
devices in an organization. Although you might be aware of some of the well-known features of Apple
Configurator 2, this guide shows you how to use Blueprints to not only create a templated workflow
but to use additional Actions built in to the product. Beyond simply setting a name and wallpaper,
Apple Configurator 2 can also interact with Apple’s Apps and Books program to distribute content you
purchase in bulk. When used in conjunction with content caching, you can create a powerful method
of deployment that can ease strain on a network. Lastly, this guide explores a feature called tethered
caching, which can share the internet connection and cached content of a Mac with iOS devices that
are connected using USB.

When used in conjunction with Apple Business Manager and a mobile device management (MDM)
solution, Apple Configurator 2 can perform many tasks out of the gate without you and your staff
tapping on the devices. You can get devices in the hands of your users more quickly and efficiently.

There are a number of workflows you can consider when provisioning iOS, iPadOS, and tvOS devices,
including but not limited to:
e Option 1: Devices that are in Apple Business Manager and can be provisioned in MDM using
Automated Device Enroliment
e Option 2: Devices that are in Apple Business Manager and not currently enrolled in MDM
e Option 3: Devices that are not in Apple Business Manager and not currently enrolled in MDM
e Option 4: Devices that are not in Apple Business Manager and no MDM solution exists

This guide explores option 1 in detail.

LN ] iPadDMQYN548LM83
< v [+] 4 > ® (1] - ) Q¢
Back View Add Blueprints. Prepare Update Back Up Tag Help

A o iPad
Profiles

[ console
About
iPad mini (5th generation)
64 GB
Booted
100%

Tech Info

13.4.1 (17E262)

Never

Encrypt local backup

Organization
HCS Technalogy Group
631-981-1048
svalencia@hcsonline.com
3900 Veteran's Memorial Hwy. Suite 110
Bohemia, NY 11716
Yes

Usage

Here's an example of Apple Configurator 2 displaying information about a connected iPad.
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Apple Configurator 2 allows you to connect multiple iOS, iPadOS, and tvOS devices to a single Mac in order
to deploy a workflow. A variety of hubs or carts are available for mass deployment.

Some example manufacturers include Cambrionix for quality USB hubs and Bretford for charging carts.
Although this guide uses a single iPadOS device, the steps can apply no matter the size of your deployment.

Some examples of products are below:

Cambrionix ThunderSync2-16:
https://www.cambrionix.com/products/thundersync2-16-industrial-usbhub

Bretford PowerSync+ Cart:

https://www.bretford.com/product/powersyncplus-cart

NOTE: Be aware that some carts support only charging and do not support syncing data. Confirm the cart in
use is capable of syncing.

If you use more than one Apple Configurator 2 computer, we recommend that you use a Managed Apple

ID to store various Apple Configurator 2 settings in iCloud Drive. This way you can keep your configuration
profiles and other settings consistent across multiple Apple Configurator 2 computers. We recommend that
you use a Managed Apple ID instead of a personal Apple ID, so your organization can retain ownership and
control of the Apple ID. Ensure that the Managed Apple ID has the role of Content Manager at the minimum.
Go to Section 4 for more information about creating Managed Apple IDs.

A supervision identity allows you to have additional management capabilities for a connected iOS or iPadOS
device. You can share the supervision identity with multiple Mac computers, and even your MDM solution.
Sharing a supervision identity is a task that is outside the scope of this guide.

This guide was created using the following:
e Apple Configurator 2.12.1
e iPad mini (5th generation) (unsupervised, at Setup Assistant) with iPadOS 13.4.1
e USB-C Lightning cable
e macOS Catalina 10.15.4
e Jamf Pro 10.20.1
e Apple Business Manager credentials for a user that has at least Content Manager privileges

Articles & Documentation
¢ Apple Configurator 2 User Guide:
https://support.apple.com/guide/apple-configurator-2/welcome/mac

e Enrolling in Apple Business Manager/Apple School Manager:
https://hcsonline.com/support/white-papers/enrolling-your-organization-in-apple-business-manager-
apple-school-manager

e Set Up content caching on Mac:
https://support.apple.com/guide/mac-help/set-up-content-caching-on-mac-mchl3b6c3720/mac
e Preserve or Migrate Data for Apple Configurator 2:
https://support.apple.com/en-us/HT207434

e Use the Apple Configurator 2 command-line tool on Mac:
https://support.apple.com/et-ee/guide/apple-configurator-2/cad856a8ea58/mac
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Section 1: Install Automation Tools and review the cfgutil man page

Apple Configurator 2 includes hidden treasures in command-line automation tools. You can use these
tools to write shell scripts and automate processes. Use the following steps to install the automation
tools and the cfgutil tool.

1. If you haven't already installed Apple Configurator 2, use the App Store to get Apple Configurator 2.

2. Open Apple Configurator 2.
3. Click the Apple Configurator 2 menu and choose Install Automation Tools.

[ VUL TG EIGI@ M File  Edit  Actions View Account Window Help

[ ] ‘ About Apple Configurator 2 | All Devices
Preferences... 8, L - Q Search
Back  paired Devices Prepare  Update BackUp  Tag Help
Provide Apple Configurator 2 Feedback...

Migration Assistant...

Install Automation Tools...

Services >
Hide Apple Configurator 2 ¥H
Hide Others N #8H
Quit Apple Configurator 2 #Q

4. At the prompt to "Install Automation Tools," click Install.

Install Automation Tools
Click Install to add support for the Configurator
command-line tool “cfgutil”.

7N
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Apple Configurator 2 is trying to add a new
helper tool.

Enter your password to allow this.
User Name: Samuel Valencia

Password: ||

Cancel Add Helper

6. Open Terminal.

7. To review the man page for the cfgutiil command, at the Terminal prompt, enter man cfgutil then
press Return.

[ ] #i svalencia — less « man cfgutil — 87x26

CFGUTIL(1) BSD General Commands Manual CFGUTIL (1)

NAME
cfgutil -- Command-line i0S device management

SYNOPSIS
cfgutil [-C <certificate>] [-K <private-key>]
[-e <device-ECID> | -f | --foreach]
[--format JSON | plist | text] [-v] command [<options> ...
DESCRIPTION
cfgutil performs various management tasks on one or more attached i0S

devices. It can be used manually and as part of automated workflows.

TERMS

These terms are used throughout the manual and are useful for understand-
ing the design of cfgutil.

activation

The first step of setting up a device after i0S is installed;
requires an Internet connection. Some devices require a SIM card
inserted to activate. If used, Activation Lock must be disabled.

bundle identifier

8. When you are reviewing the man page:
e Press the Space bar to advance a page
¢ Press the B key to go back a page

9. Press the Q key to exit the man page.
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Section 2: Configure Content Caching in macOS

Configure the options in the following steps to ensure more efficient deployment of apps (content
caching) and to allow the devices connected via USB to share the internet connection of the Mac
(tethered caching)

1. Click the Apple menu then choose select System Preferences.

n Apple Configurator 2 File Edit /
About This Mac

System Preferences...
App Store... 1 update
Recent ltems >

Force Quit Apple Configurator 2 \_{88%

Sleep

Restart...

Shut Down...

Lock Screen ~¥C
Log Out Richard Goon... 1 88C

2. From the View menu, choose Sharing.

@ System Preferences Edit Window  Help

L <] > T G ! Q_ Search
S Forward 8]
Show All Preferences 8L

. Customize... ~
Richard Goon u D
Apple ID, iCloud, Media &; i i
v Organ!ze by Categfnrles Apple ID Family
Organize Alphabetically Sharing
Search %BF
T @ Accessibility
e ! L Apple ID 1-{
General Desktop & Dock 9 BluetOOtr_] ht Language Notifications
Screen Saver & Date & Time & Region

i@ Desktop & Screen Saver

M Dock

@

et Yrens Accel - Energy Savr Y
. Extensions
» Family Sharing
R @ ea Flash Player ]
@ 2 u= General E s
Software Network Bluetoott & HCS Agent rd Trackpad Mouse

Update

@ Internet Accounts
SN, [ Keyboard

k\-‘w/ \f’ﬁl K Language & Region

Displays Energy Date & Tin E Mission Control

Saver | Mouse

& Network

I= Notifications

& Printers & Scanners

@ Screen Time

@ Security & Privacy

E3 Sharing

© Siri

® Software Update

N Sound
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3. In the left column, select the checkbox for Content Caching.
4. The following message may appear. Decide if you want to see this message again and click OK.

.| Restart devices to take advantage of
Content Caching immediately.
Devices on your network will discover this content

cache over time. Devices that are restarted will use
this content cache immediately.

Do not show this message again

5. In the dialog that appears, click OK.

Cache only shared content?

Caching only shared content will delete all iCloud
content from the cache immediately, and cannot be
undone.

Cancel OK

6. If necessary, click the Cache menu and choose Only Shared Content. This allows for content
caching of apps and books and keeps your Mac from caching iCloud content.

7. Next to Share, select the checkbox for Internet Connection. This allows for tethered caching.

Sharing

Computer Name:

Computers on vour local network can access your computer at:
.local

Service Content Caching: On

Screen Sharing Content Caching reduces bandwidth usage and speeds up installation on
n . supported devices by storing software updates, apps, and other content on
File Sharing this computer.

Media Sharing
Printer Sharing Cache:  Only Shared Content 6

Remote Login Ster ontent, suchias apps and software updates, on

this computer.

Remote Management

Remote Apple Events v Internet Connection 7
Internet Sharing Shar. = Intornot.connection and cached content with
Bluetooth Sharing iOS devices connected using USB.

3 Content Caching

Options...

8. Quit System Preferences.
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Section 3: Create a Supervision Identity in MDM

In Apple Configurator 2, Supervision Identities can be used to ensure devices can be paired with
multiple Apple Configurator 2 workstations. The same Supervision Identity and identity certificate must
be used for this purpose. This identity can also be used in conjunction with an MDM. That Supervision
Identity is applied to devices during automated enrollment. Supervision allows for items like Wallpaper
to be applied in Apple Configurator 2.

In this example, Jamf Pro is the MDM in use.

1. Sign in to Jamf Pro.
2. Click on the Settings on the upper right.

SET LOGIN SCREEN
MESSAGE

ALL CLIENTS: MACOS

A~ = Jamf Pro
{ 927 e 46 Dashboard

J >mputers
- The dynamic Jamf Pro Dashboard provides a visual overview of the things
ng you care about most in your environment. Add important items to your
® 1857 Cc Dashboard to quickly and easily monitor their statuses.
143Rer @ 23 Remaining
@ O Failed

Jamf Pro Setup Tasks

Configure the SMTP server settings in
@ Jamf Pro so you can send email
notifications, enroliment invitations, and

mass emails

3. Click on Device Management and select Apple Configurator Enroliment.

jamf

{:c}} Al Settings Device Management

Computers  Devices

System Settings

Attributes Confi

Global Management Enroliment

Server Infrastructure

Network Organization

(o0
®
g.ig Self Service
A
=]
Ll

Computer Management
Device Management

User Management

Jamf Pro Information
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4. Click Edit on the bottom right.

Settings : Device Management

Users < Apple Configurator Enrollment
Enrollment Supervision Identities
Computers % e on Enec k e Rl
Mobile Devi
¢ Dyr
NAME

No Sites Available. Sites can be created in the Sites page.

Settings

Device Management

< Apple Configurator Enrollment

Enroliment Supervision Identities

[Enable Apple Configurator Enroliment via Static URL
aliow devices to be enrolled using Apple Configurator and https://jan n:844;

" ‘ Enable Apple Configurator Enroliment via Dynamic URL
J Allow devices to be enrolied using Apple Configurator and a dynamic URL that allows you to add the devices to a secure site

@ Dynamic URLs can be created and sent via an Enroliment Invitation,

NAME

No Sites Available. Sites can be created in the Sites page

6. Click Supervision Identities.

Settings : Device Management

< Apple Configurator Enroliment

Enroliment Supervision Identities

Enable Apple Configurator Enroliment via Static URL
Allow devices to be enrolled using Apple Configurator and https:/jam.

| Enable Apple Configurator Enroliment via Dynamic URL
). Allow devices to be enrolled using Apple Configurator and a dynamic URL that allows you to add the devices to a secure site

@ Dynamic URLS can be created and sent via an Enrollment Invitation,

NAME

No Sites Available. Sites can be created in the Sites page.
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7. Click the New button.

0 4
( L 4
Settings @ Device Management
< Apple Configurator Enrollment
Enroliment Supervision Identities
Computers: 0 Supervision identities for use with Apple Configurator. Apple Configurats that have the same supervision identity can configure the same
Mobile supervised devices

Computers: 0
[ Upload
Mobile
DISPLAY NAME COMMON NAME EXPIRATION

No Supervision Identities found.

8. Enter details for Display Name, Password, and Verify Password. Keep track of this password. It will
be used in a later step.

9. Click Next.

jamf 0 4

Settings : Device Management

< Apple Configurator Enroliment

Enroliment Supervision Identities

Display Name Display name for the supervision identity

‘ AC2-Identity

Password Password for the supervision identity
Computers: [ ]

Mobile De

Back Next b O

Coneel @
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10. Click the Download button. This will download the Supervision Identity to the Downloads folder.
11. Click Save.

Settings : Device Management

< Apple Configurator Enroliment
Enroliment Supervision Identities

Display Name Display r

AC2-Identity

Common Name
Jam Identity - AC2-Identity
Expiration Date Date that the supervision identity expires

0o5/02/06

12

[@ Download Delete Done

Cancel @ ]

12. Log out of Jamf Pro.

13. Open your Downloads folder and double-click the Supervision Identity downloaded in the earlier step.

@ Downloads
Y = [ % v
Name Date Added
AC2-Identity.p12 Toda
iCloud Drive
5" Documents

(2] Desktop.

reen
® Gray
® Yellow
® Red
Blue
@ Orange

Home

14. Enter the password created in Jamf Pro and click OK.

Enter the password for "AC2-Identity.p12":

Password:  eeeees|

Show password

Cancel
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15. Observe the new Supervision Identity in Keychain Access.

( i (@

Keychai
= sesttls Jamf Identity - AC2-Identity

m login Issued by: HCS Technology Group JSS Built-in Certificate Authority
& iCloud = Expires: Tuesday, May 6, 2025 at 1:01:33 AM Eastern Daylight Time

=) System
[ System Roots
Name Kind Date Modified
B Jamf Identity - AC2-Identity certificate --

Category
M All ltems
/.. Passwords
. Secure Notes
B My Certificates
? Keys
B Certificates

16. Quit Keychain Access.

Q_ ac2-identity|

Expires Keychain
May 6, 2025 at 1:01:33 AM  login
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Section 4: Create an Organization and Import Supervision Identity

1. Open Apple Configurator 2.

2. Select the Apple Configurator 2 menu and choose Preferences.
Fle Edt Actons View
CX

About Apple Configurator 2 All Blueprints

@ Q Search

Preferences... ) S A )
Update BackUp  Tag Help

Rairad Daui

Provide Apple Configurator 2 Feedback...
Migration Assistant...

Install Automation Tools...

Services 3
Hide Apple Configurator 2 8H
Hide Others X 3H
Show All

Quit Apple Configurator 2 ®Q

Supervised iPad Devices

3. Select the Organizations pane.
4. Click Add (+) to Create an Organization.

[ NeN Organizations

t b O®O

General m Servers Tags Backups

F
g

[l

Click add (+) to create a new organization.

|2

5. Read the information and click Next.

oN ) Organizations

- e © =0

Generel Organizations| Servers Tegs Backups

Create an Organization

An organization contains the contact information and supervision identity for
a supervised device. The contact information will be shown under Settings >
General > About on supervised devices, and cannot be changed without
erasing the device.

Cancel Previous
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6. You can choose to sign in to the Device Enrollment Program. Click Skip.

) @ Organizations

LK

General Organizations Servers Tags Backups

Sign in to the Device Enrollment Program

Apple ID

Create new Apple ID
Forgot Apple ID or password?

Cancel Previous

7. Enter the information relevant to your organization and click Next.

® Organizations

- S =

General Organizations Servers Tags Backups

Create an Organization

Enter information about the organization.

Name: HCS Technology Group
Phone: 631-981-1048

Email:  svalencia@hcsonline.com

Address: | 3900 Veteran's Memorial Hwy. Suite 110
Bohemia, NY 11716

Cancel Previous -

8. Select to Choose an existing supervision identity.
9. Click Next.

[} Organizations

N TCEKT

General | Organizations Servers Tags Backups

Create an Organization

Generate or choose a supervision identity.

Iochoose an existing supervision identity I

Cancel Previous
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9. Click the Choose button.

) @ Organizations

LK

General Organizations Servers Tags Backups

Create an Organization

No Identity Selected

Cancel Previous

10. Select the Supervision Identity created in Jamf Pro earlier and click Choose.

Organizations

o e © @
GeneralmServers Tags Backups

m Choose a supervising identity for the organization.
|

o

Jamf Identity - Waterside (Waterside School JSS Built-in Certificate Authority)
Apple Configurator 2: Performance Healthcare Management (D633703C-6BCS8...
Jamf Identity - Sam - Jamf Cloud (HCS Technology Group JSS Built-in Certifica
Apple Configurator 2: HCS + + Apple Certified Trainer (E1766808-DA9E-48El
Jamf Identity - AC entity (HCS Technology Group JSS Built-in Cer

] = |y gl

Show Certificate Cancel

Cancel Previous

11. Click Done.

[ ] Organizations

C e O @

General | Organizations Servers Tags Backups

Create an Organization

Jamf Identity - AC2-Identity

Issued by: HCS Technology Group JSS Built-in Certificate Authority

Expires: Tuesday, May 6, 2025 at 1:01:33 AM Eastern Daylight Time

© "HCS Group JSS Built-in Certificate Authority” certificate is not trusted

» Details

Choose...

Cancel Previous m
— 4
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Section 5: Adding an MDM Server

Devices can be enrolled into an MDM as part of the Prepare phase.
1. Open Apple Configurator 2.
2. Select the Apple Configurator 2 menu and choose Preferences...
3. Select the Servers pane.
4. Click Add (+).

[ J Servers

General Organizations Servers Tags Backups

Click add (+) to create a new server.

F——

5. At the Define an MDM Server window, click Next.

[ Servers

. & [@le

General Organizations 'Servers Tags Backups

Define an MDM Server

MDM Servers can be used in Prepare to allow devices to automatically enroll
themselves in Mobile Device Management during setup.

conee

6. Enter a friendly name and enrollment URL from your MDM solution. Click Next.

([ ] Servers

. & [@e

General Organizations Servers Tags Backups

Define an MDM Server

Enter a name and the enroliment URL for this server. If you don't know it,
enter the server's host name or IP address, and Configurator will attempt to
discover it.

Name: Sam - Jamf Pro

Host name or URL: |hnps://: .jamfcloud.com/cloudenroll |

Cancel Previous

ez
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Section 6: Provision Devices for Automated Device Enroliment

This guide focuses on using Apple Configurator 2. It's outside the scope of this guide to configure
your organization's MDM solution for Automated Device Enrollment. As an example, this guide uses

Jamf Pro, which uses the concept of PreStage Enroliments to enable Automated Device Enrollment for
comptuers and devices.

1. Log in to Jamf Pro.
2. In the upper-left corner, click Devices.
3. In the sidebar, click PreStage Enrollments.

4. In the upper-right corner, click New.

jamf 0 9 &5

2 [E] Mobile Devices

Computers  Devices PreStage Enroliments

NAME LAST SYNC

Enroliment Profiles

3 PreStage Enrollments

5. In the Display Name field, enter an appropriate value. This guide uses AC2 Demo as an example.

6. If your organization has more than one Automated Device Enrolliment instance, click the Automated
Device Enrollment menu and choose an appropriate instance.

Full Jam 0 P &
Mobile Devices : PreStage Enrollments
< New Mobile Device PreStage Enroliment
Options Scope
General > General
DisalaxName. Discl P

Mobile Device | enroliment

Names

Not Configured I[ AC2 Demo I o

Automated Device Enroliment Instance
Automated Device Enroliment instance to associate with the PreStage enrollment. Devices associated with the selected Automated
Device Enroliment instance can be assigned the PreStage enrollment

InstructUs DEP
Purchasing

Automatically assign new devices
Attachments Automatically assign all new devices to this PreStage enrollment
Y o anachments

User and Location

i®

Enroliment Site Site that mobile devices will be added to during enrollment

§ None -
PreStage Enroliments Certificates

E Use existing site membership, if applicable

[ Use existing location information, if applicable
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7. Configure the rest of the PreStage Enrollment with appropriate settings. We recommend that you
select the checkbox for each of the following options:
e Supervise Devices with iOS 12.x or earlier
e Make MDM Profile Mandatory for devices with iOS 12.x or earlier
e Pairing
e Prevent Unenrollment

Mobile Devices : PreStage Enrollments

< New Mobile Device PreStage Enroliment

Devices Users

Profi Options Scope
o . PP
» supporiGhosonline.com

Department Department to associate with the PreStage enrollment

m

e

] Reauire Credentialsfor Enrolment
ide username and password on devices with 10 71 or later

[Supervise Devices with i0S 12.x or earlier
IDevices will be supervised

[Make MDM Profile Mandatory for devices with i0S 12.x o earlier
the user to apply the MDM profile

Settlngs for Supervised Devices

Pairing
Wlow devices to connect to Mac computers

9 JPrevent Unenroliment

8. In the "iIOS and TvOS" section, click All.

9. Deselect the checkbox for the option "Location Services." We recommend that you display the
Location Services screen to a user because a user must opt-in to Location Services in order for
your iPad to turn on Location Services.

[El Mobile Devices : PreStage Enoliments

Doiloss Vo < New Mobile Device PreStage Enroliment

Options  Scope

@ conernl > A

105 And TvOS.

Location Services |
s

Apple ID and iCloud

Terms and Conditions

App Analytics

PreStage Enroliments S invecy,

105 Only

& ; Apps & Data

Cancel Save
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10. Click on the scope tab.

jamf
[ﬁ Mobile Devices : PreStage Enroliments
Computers  Devices < AC2Demo
i
Q 1-10f1
Select All Unselect All
DEVICE SERIAL NUMBER MODEL
Smart De iPad mini
5th
Static De s Generatio
n)
Enrol
Enrol
iZ] PreStage Enroliments
Management Setting
1 5.2 Show: 100 ~

11. Make sure your iPad device(s) are selected in the scope.
12. Click Save.

13. Click on Settings.

14. Click on Global Management.

15. Automated Device Enroliment.

jamf

é:o:} Al Settings Global Management

Computers  Devices

System Settings
10.2¢

Global Management

Comput ﬂ

Self Servi

User-Initiated
Enrollment

DESCRIP.
IPAD MINI
WI-FI

64GB
SPACE
GRAY-
USA

Full Jamf Pr

ASSET T.

PRESTAGE ENROLLMENT S..

Completed - 28 minutes

Ghe

Server Inffbstructure

Network qrganization

Computer Management

Device Management

User Management

Jamf Pro Information
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16. Select your Automated Device Enrollment instance.
17. Click Edit.

Settings : Global Management > Automated Device Enroliment

< InstructUs DEP

Details Devices

JamfCloud - Sam Valencia,

18. Select the Supervision Identity created in the earlier section.
19. Click Save.

jamf

Settings : Global Management > Automated Device Enrollment
< InstructUs DEP

Computers  Devices

Details Devices

10.20.

Display Name Display name for the Automated Device Enrollment instance
Computers: 3

Mobile Devices: 4 InstructUs DEP

Server Token File

JamfCloud - Sam Valencia_

[ Upload Server Token File

= Apple P identity to be trusted by devices associated with this Automated Device Enroliment instance

-1 8 + None

Sam - Jamf Cloud

Server Name Identifiable name for the MDM server
JamfCloud - Sam Valencia

Server UUID  System-generated server identifier

20. Log out of Jamf Pro.

21
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Section 7: Create a Blueprint

Blueprints allow predefined actions that can be applied to connected devices. In this section you will
create a Blueprint to do the following:
e Name devices
e Set each iPad to display its serial number and a QR code of its serial number on its lock screen,
to help with inventory tasks
e Restore devices
e Deploy apps in volume from Apps and Books

A device can be supervised in one of two ways: over-the-air supervision from Automated Device
Enrollment, or over USB, using Apple Configurator 2. Although you'll use Apple Configurator and USB
to provision your devices, the workflow will use Automated Device Enrollment, so the supervision will
be considered to be applied over-the-air.

NOTE: If an iOS, iPadOS, or tvOS device has already been activated, the device must be wiped before
supervision can occur. The device used in this guide has been restored to factory defaults.

Create and Prepare a Blueprint
1. In the Apple Configurator 2 toolbar, click Blueprints and choose Edit Blueprints.
® o All Devices

B B ? Q Search

Back View Add Edit Blueprints Prepare  Update BackUp  Tag Help
ITEETEETD  Supervised  Unsupervidesooouen—

2. In the lower-left corner, click New.

[ XON ) All Blueprints

BB v ® || Q search
Back  View Add Blueprints Prepare Update BackUp  Tag Help

New 0 blueprints Done

22
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3. Under the new Blueprint icon, enter a name for the Blueprint then press Return. This guide uses
Supervised iPad Devices as an example.

eoce All Blueprints

< v Ev 8 Q Search
Back  View Add  Blueprints Prepare Update BackUp  Tag Help

New 1 blueprint Done

4. Click your newly-created Blueprint to select it.

[ XON ] All Blueprints
< © © i [ [ - ? Q Search
Back View Add  Blueprints Prepare  Update Back Up Tag Help

N

Supervised iPad Devices

New 1 of 1 blueprint selected Done

5. In the toolbar, click Prepare.

[ BN ] All Blueprints
< a4 5o {0 2] @ -
Back View Add Blueprints Prepare | Update Back Up Tag

23
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6. In the Prepare Devices screen, click the "Prepare with" menu and choose Automated Enroliment.
7. Click Next.

Prepare Devices

Preparing devices is the first step in any deployment. You need to prepare
devices before you distribute them to users.

Manual Configuration
METEICRWIG) v Automated Enroliment ]

When preparing with Automated Enroliment, the devices
download their configuration from the Device Enroliment
Program.

8. In the Choose Network Profile screen, click Next. Because you're using tethered caching, you don't
need to create or install a Wi-Fi profile.

Choose Network Profile

The device will communicate with the Device Enrollment Program and the
MDM server to complete enroliment. If needed, choose a configuration
profile containing your Wi-Fi network settings.

Profile: © Choose...

Cancel Previous

9. In the Automated Enrollment Credentials screen, leave the fields blank then click Prepare. Although
it is possible to enter user credentials, this guide leaves the credentials blank as an example.

10. Click Prepare.

d Enroll Cred

Provide the user name and password to use when enrolling in the MDM
server, if needed.

User Name: I) I

Password:

Cancel Previous Prepare
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Change the name and Wallpaper
You can use Apple Configurator 2 to use a static value or dynamic values based on hardware
identifiers on the device (ie. iPad-SerialNumber). Here, you'll use both.

1. In Apple Configurator 2, if your Blueprint isn't already selected, click it to select it.

2. Click the Actions menu and choose Modify > Device Name.

(3 Apple C 2 File Edit View Account Window Help 7
o0 e Add » (Il Blueprints
< =k gv | Remove > L __am Y Q_ Search
BT Add  Blueprints Device Name...
Export > Wallpapers...
Home Screen Layout...
Restore i
Update... |
Prepare...

Restore from Backup...
Apply >
Back Up

Advanced

N

Supervised iPad Devices

3. Enter the word iPad.
4. In the lower-left corner, click the Add (+) menu and choose Serial.

5. Click Rename. Apple Configurator 2 displays a progress bar indicating that it is updating
the Blueprint.

) @ All Blueprints
< v = 2 | Q search

Back  View Add  Blueprints Prepare Update BackUp  Tag Help

Rename device

Click the add (+) button to append a token. Each device will be named identically,
numbered sequentially, and the tokens will be replaced with unique variables.

(] serial | |
e Cance
_ Number
Type
Capacity
Port
Station
Supervised iPad Devices
New 1 of 1 blueprint selected Done
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Change Wallpaper
1. In Apple Configurator 2, if your Blueprint isn't already selected, click it to select it.

2. Click the Actions menu and choose Modify > Wallpapers.

& Apple Configurator 2 File Edit View Account Window Help [©) WA
e0e Add » \ll Blueprints
< = B Remve > n = 2. Q Search
Back  View Add Biueprints AL s Device Name...
Export > Wallpaper:
| H “
Restore —— i i
Update...
Prepare...

Restore from Backup...

Apply >
Back Up
Advanced
New 1 of 1 blueprint selected Done

3. Optional: Under the Lock Screen image, click the Choose Image button and follow the prompts to
choose an image, or drag an image of your choice over the Lock Screen image.

4. Optional: For the Home Screen image, use the same procedure as the last step.
5. In the lower-left corner, click Custom Text.

° All Blueprints
< [ v 2 Q Search
Back  View Add  Blueprints Prepare Update BackUp  Tag Help

Change the wallpaper on “Supervised iPad Devices"

Lock Screen Home Screen

L1
L

Choose Image... Choose Image...

New 1 of 1 blueprint selected Done
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6. Select the checkbox for “Display text as QR code”.
7. Click Add then choose Serial.

All Blueprints.
< v v
Back  View Add  Blueprints Prepare Update BackUp  Tag Help
Custom lock screen text
. Customize the information displayed on the lock screen. Click the add (+) button
to append a token. The tokens will be replaced with unique variables.
| serial | |
Display text as a QR code
Choose Image... Choose Image...
Custom Text... Cancel Apply
New 1 of 1 blueprint selected Done

8. Click Done.

9. Confirm that the preview of the lock screen is similar to the following image, specifically, that it
includes a QR code.

10. Click Apply to apply these changes to the Blueprint.

® All Blueprints
Back View Add Blueprints. Prepare Update Back Up Tag Help

Change the wallpaper on “Supervised iPad Devices"”

Lock Screen Home Screen

Choose Image... Choose Image...

Custom Text... Cancel Apply

New 1 of 1 blueprint selected Done
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Restore Devices

The Actions menu offers some commands that are very similar. Actions > Restore and Actions >
Advanced > “Erase All Content and Settings” both result in a device that seems new and out-of-the-
box. Both commands erase all content and settings on the device, including supervision. The “Erase
All Content and Settings” command preserves the existing operating system (OS) of the device. In
contrast, the Restore command also ensures that the device has the latest available version of the
OS for the device. When you use the Restore command, be prepared to wait for Apple Configurator
2 to download the latest available version of the OS the first time you run the Blueprint. If Apple
Configurator 2 already downloaded the appropriate version of the OS, it doesn’t need to download
again. Double clicking on the Blueprint will reveal the details of the workflow. While in this view,
additional and useful changes can be made as well.

1. Click the Actions menu and choose Restore.

& Apple i 2 File Edit View Account Window Help 33 3 2x@m O b F Thull46 PM
[ BOX Add » ‘ Supervised iPad Devices

< > [ > o @ ® || Q searc

Back View Add  Bue Modify » |pdate BackUp Tag Help

- Export >
o

Restore t H ?
A Aops pervised iPad Devices
% Profiles Prepare...

Restore from Backup...

3lueprint
Apply >
iPad
Back Up
o CHE
1.54 GB used
Setup
Automated Enroliment
Erase and Restore to Latest 0S
Device
iPad = Serial

Lock Screen Home Screen

2. Confirm that the Setup section displays “Erase and Restore to Latest OS."

[ XX} Supervised iPad Devices
< o B i ] [ a B Q Searct
Back View Add Blueprints Prepare Update Back Up Tag Help
(@ Info
A Apps Supervised iPad Devices
{& Profiles
Blueprint
iPad, iPhone, and iPod touch
Apps
1.54 GB used
Setup
Automated Enrollment
Device
iPad | Serial

Lock Screen Home Screen

Done
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3. In the Blueprint section, click the Target menu and choose iPad. This ensures that you do not
accidentally perform the restore operation on the wrong device type.

e0e Supervised iPad Devices
< @ i 4 9 ° - ® || Q Search
Back  View Add  Blueprints. Prepare Update BackUp  Tag Help

A apps Supervised iPad Devices

¥ Profiles

Blueprint —l
iPhone and iPod touch l
1.54 GB used
Setup
Automated Enrollment
Erase and Restore to Latest OS
Device

iPad | Serial

Lock Screen Home Screen

Done

4. Don't click Done yet, because you'll continue editing this Blueprint later in this document.
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Section 8: Create a Content Manager account in Apple Business Manager

An account will be required within Apple Business Manager that has the ability to purchase volume
licenses of apps. The steps below detail creating a Location in Apple Business Manager and creating
a Content Manager account assigned to that location. A best practice would be to create a Content
Manager account that has access to a specific location.

IMPORTANT NOTE: It is critical to use a token from a location that is different than the one currently
used by your production MDM solution, or it may create a conflict over licenses.

1. Sign in to Apple Business Manager at https://business.apple.com.

Learn More | (?)

@& Business

Manage your organization's devices, apps,
and accounts.

®

8 Remember me

Forgot Managed Apple ID or password?

Not yet an Apple Business? Enroll now.

s Manager Terms and Conditions | Privacy Policy | Apple Websi

2. In the sidebar, click Locations.
3. click "Add a new location."

& Business (@ ®
Organization Sort by Name

Activity

Locations

People
Accounts m
Roles o

Devices
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4. Enter relevant location details and click Save.

e Q search L

Organization Sort by Name v

Activi i
il Add New Location

People Location Name

Accounts Test Location

Roles

Devices Address
Device Assignments i

123 Main Street
Assignment History

Content

Apps and Books New York NY - New York <

10001|

Phone (optional)

Settings I Save I

5. In the sidebar, click Accounts.
6. Click "Add a new account."

@& Business Q Search Accounts ®

Organization Sort by Last Name v

Sctvity 5 Accounts
Locations
People @
Roles @
Devices
Device Assignments e
Assignment History
(e ) No Account Selected
Content

Apps and Books @

‘Add a new account.

Settings
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7. Enter relevant account details for the Name and Managed Apple ID sections.
8. Click the Roles menu and choose Content Manager.

9. In the Location field, start entering the name of the location you just created, then choose it from the
menu that appears.

10. In the Email Address, enter an appropriate address.
11. Click Save.

& Business Q Search Account S) ®

Z:ta.ni'zation Sort by Last Name v Add New Account
ivity

5 Accounts
Locations

People

Accounts

Roles

Name

Testing
Devices

Device Assignments

Assignment History Managed Apple ID (2)

Content samtesting @ .

Apps and Books

000006

Roles / Locations l

Content Manager ¢ 2l Q Test Location [+)

Email Address

svalenci ine.com 10
Settings 11

12. After saving, a page will reveal the ability to create a sign in for this new account.
Click Create Sign-In.

& Business Q  1Account NG @, ®
Organization Sort by Last Name v
Activit! ;
Y Sam Testing
Locations Content Manager - Test Location
People

Accounts Sam Testing

Content Manager - Test Location

Roles
Devices @ A S rd
Device Assignments Create Reset Edit
Sign-In Phone
Assignment History Number
Cvaala Sign-In
Content
Apps and Books Name
Sam Testing
Managed Apple ID (B
samtesting@
Email Address
svalencia@hcsonline.com
Account Status
Settings New Account (Not Yet ¢
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13. Select one of the displayed options, click Continue. This guide uses "Create a downloadable PDF
and CSV" as an example.

Create New Sign-In

You are about to create a new sign-in for Sam Testing. Choose to send email
or download as a PDF or CSV. This user will be asked to enter their temporary
password when they sign in. This sign-in will expire in 90 days.

Create a downloadable Send as an email

PDF and CSV

14. Note the temporary password . Optionally, click Download, then select an appropriate file format, then
click Done, or just click Done.

New Sign-In Created

Temporary Password:

1 samtesting@filbengroup.com
RFpCV5WZ

Completed

View in Activity
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Because you're already signed in to the Apple Business Manager site, in this section you'll use a
private window or incognito window to sign in to Apple Business Manager with the Managed Apple ID
you just created. If using Google Chrome, go the the File menu and select New Incognito Window. If
using Safari, go the the file menu and select New Private Window.

1. In Safari, choose File > New Private Window.
2. Navigate to https://business.apple.com.

3. Sign in to Apple Business Manager using the newly created Managed Apple ID with Content
Manager privileges.

Learn Mo

@& Business

Manage your organization’s devices, apps,
and accounts.

©)

@ Remember me

Forgot Managed Apple ID or password?

Not yet an Apple Business? Enroll now.

Add a phone number to your account.

A verified phone number is required to ensure you can access your
account.

+1 (United States)

Phone number

Verify with:

© Text message Phone call

Apple Business Manager Terms and Conditions | Privacy Policy | Apple

34



Blueprints and Provisioning Workflows with Apple Configurator 2

5. Enter the code sent to the phone then click Verify.

Enter Verification Code.

A message with a verification code has been sent to

[1]

+1(203) 856-2815.

Didn't get a verification code?

Send a new code Go Back

Manager Terms and Conditions | Privacy Policy | Apple Website Terms of Use 2020 Apple Inc. Al rig

6. When prompted, enter the temporary password, then enter a new secure password, enter the new
password again to verify it, then click Change Password.

Your password has expired.

Choose a new password to keep your account secure. Avoid passwords
that are easy to guess or used with other websites.

Your password must have:
) 8 or more characters
Upper & lowercase letters

© Atleast one number

Strength: strong

Cancel Change Password

Your Apple ID has been updated.
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[N

Apple ID & Privacy

Apple ID is designed to protect your information and enable you to
choose what to share. We work hard to protect your privacy and collect
only the data we need to make your experience better. See how your
data is managed.

When you sign in on this website, Apple records certain usage data for
security, support, and reporting purposes, such as your IP address, time,
security level, and sign in history.

Continue

s Manager Terms and Conditions | Privacy Policy | Apple Website Terms of Us

opyright © 2020 Apple Inc. All ig
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Section 9: Purchase App Store apps

1. In the sidebar, click Apps and Books.
2. Click Get Started to begin the process of allowing this new account to purchase content.

& Business samv (D

Organization
Activity
Locations

People
Accounts
Roles

Apps and Books

Buy apps and books within Apple Business Manager. Search your purchased apps and
books, manage the licenses your organization owns, and transfer available licenses to other
locations. Learn More

Get Started

3. Review the Terms and Conditions and click Agree.

Terms and Conditions

Volume Purchase Program Terms and Conditions, Apple Media Services Terms and Conditions, and
Apple's Privacy Policy Have Changed

Please read and agree to these terms and conditions in order to use the Volume Purchase
Program.

iTunes Store
Terms and Conditions

A. THE VOLUME PURCHASE PROGRAM TERMS OF SALE B. ADDENDUM TO APP STORE TERMS

Printable Version

4. Confirm that the right column displays O Apps and O Books.

& Business Q_ Search content by Name, Keyword, ISBN, or URL @

samv (D

Organization Sort By v 0 Total
Activity

Locations

People
Accounts

Roles

A Your apps and books will
appear here 0 Apps - 0 Books

Across 3 locations
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5. Click the search box and enter the name of an app to purchase. This guide uses Pages (a free app)
as an example.

& Business ’ . pages 2.4 @ Ssamv (@
Organization 100 Total
Activity pages
Locations Eﬁ Apple * i0S App
$0.00
People " Facebook Pages Manager
Accounts }‘ Facebook, Inc. - iOS App
$0.00
Roles

p— Pages
-/ Apple - macOS App
Content $0.00

Apps and Books
The Real Yellow Pages - YP
YELLOWPAGES.COM LLC - i0S App

6. Find the Pages app for iOS in the list and select it.
NOTE: Ensure the app for the correct platform (ie. i0S) is selected. Alternatively, the filter button can
be used to narrow the search criteria.

7. In the right column, click the "Assign to" menu and choose your location.
8. In the Quantity field, enter a number. This guide uses 10 as an example.
9. Click Get.

10. Optional: Repeat steps 5-9 for any additional apps you'd like.

Organization R ; =
Ty < iPad < " .
Activity e ” c L= e Click Filter to expand and choose
S _| the correct Platform to be installed
& Business pages p ¢ samv (@
Organization 100 Tota
Activity Pages
Locations 70 Aople - 105 App ‘ - | Pag_es 6
* & k¥t 7 $0.00 Apple - iOS App
People - Facebook Pages Manager < Poyice Aanignabls
Accounts I Facebook, Inc. - iOS App
$0.00
Roles
Pages

Apple - macOS App

\i
u

Content

$0.00 Buy Licenses
The Real Yellow Pages - YP

YELLOWPAGES.COM LLC - iOS App

$0.00
5
i

Assign to

Murder by the Book = Q

Lauren Elliott - Book 7
$5.99 Price Quantity Payment Method
Walk the Wire $0.00 8

David Baldacci - Book
$14.99

Yellow Pages Total Cost $0.00 :— 9
—a Avantar LLC - iOS App
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11. In the center column, confirm that after Apple processed your order for an app, the number of app
licenses appears next to the app name.

& Business . pages X ® samv @
Organization 100 Total
Activity »  Pages ‘ - Pages
Locations y, Apple - iOS App 10 Available V4 !
Kk kv $0.00 Apple - i0S App
- v Device Assignable
People - Facebook Pages Manager vice Assignabl
Accounts I Facebook, Inc. - iOS App
$0.00
Roles
=) Pages
ﬂ’/ Apple - macOS App
Content .
— $0.00 Buy Licenses

Apps and Books

The Real Yellow Pages - YP
yp YELLOWPAGES.COM LLC - iOS App

= Assign to

$0.00

- Murder by the Book Cho cation 2

12. Log out of Apple Business Manager.

In the next section, Apple Configurator 2 will discover these newly acquired apps.
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Section 10: Use Apps and Books

Apple Configurator 2 can leverage volume purchases via Apps and Books in Apple Business Manager.
Using this method, apps can be “side loaded” from the App Store on to one or many devices, easing
the burden for either IT or an end user during Setup Assistant. This is also an opportunity to use

the content caching feature of macOS to cache App Store apps and deploy devices faster. Lastly,
after you enroll the device in your MDM solution, your MDM solution can manage the apps that you
installed in this section, even though the MDM solution didn't cause the apps to be installed.

1. In the the sidebar, click Apps.
2. Click Add Apps.

eoe Supervised iPad Devices
< 2 ] % 0 53] o g Q Se
Back View Add Blueprints Prepare Update Back Up Tag Help
@@ Info
A Apps
¥ Profiles

Add Apps...

3. Click Sign In.

® Supervised iPad Devices
< BHv v & Q Search
Back  View Add  Blueprints Prepare Update BackUp  Tag Help
@ Info
A Apps B
& Profiles

Choose from my Mac... Cancel
Add Apps...
New 0 apps Done
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4. Enter the Apple ID of the Managed Apple ID that you just created. This Apple ID must have at least
Content Manager access in Apple Business Manager.

5. Click Sign In.

Supervised iPad Devices

‘i\ 2
@ Info
A Apps Al S =
{& Profiles

Sign in to download from the App Store.
@ Enter the password for your Apple ID.

Forgot Apple ID or Password?

Cancel

!

Choose from my Mac... Cancel

Add Apps...

6. In the Password field, enter the password for that Apple ID and click Sign In.

Supervised iPad Devices

D 3
@ Info
Ve Al 5 =
¥ Profiles

Sign in to download from the App Store.
@ Enter the password for your Apple ID.
Apple ID:

Forgot Apple ID or Password?

Cancel m
I

Choose from my Mac... Cancel

Add Apps...

7. Enter the verification code sent to your mobile device and click Continue.

Enter the verification code sent to (see) eee-ee15.

Didn’t get a verification code?

Cancel
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8. Confirm that Apple Configurator 2 displays the apps that you just acquired through Apps and
Books in Apple Business Manager.

9. Select the apps you would like to deploy (you can press and hold the Command key to select
multiple apps) and click Add.

NOTE: Verify you have enough licenses for the amount of devices you would like to deploy to.

[} Supervised iPad Devices
< = % ? Q Search
Back View Add  Blueprints. Prepare Update BackUp  Tag Help
@ Info
iPad < Bl = Q
A hos B =
¥ Profiles
[Pages]
Choose from my Mac... Cancel Add
Add Apps...
New 0 apps Done

10. Verify the apps have been added to the Blueprint.

[ ] @ Supervised iPad Devices
< Ev B W [ () @ Q Search

Back  View Add  Blueprints Prepare Update BackUp  Tag Help

@) Info

A Apps [ ‘

¥ Profiles L
Keynote Numbers Pages

New 3apps Done

11. Click Done to stop modifying the Blueprint.
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Section 11: Apply a Blueprint to devices

Now that you created your Blueprint you can apply it to your device(s).

1. Plug the device(s) in to the Apple Configurator 2 workstation.

2. In Apple Configurator 2, in the upper-left corner, confirm that All Devices is selected. If it isn't
selected, click All Devices.

All Devices
By Ev @ Q Search

Back  View Add  Blueprints Prepare Update BackUp  Tag Help
TS f Suervised  Unsupervised  Recovery

iPad

2. Select one, many, or all of the devices connected to Apple Configurator 2. As a reminder, you may
want to invest in a USB hub or syncing cart for many devices.

3. In the toolbar, click Blueprints and choose the Blueprint you just created.

All Devices
Ev [} B % g |l @ - ® || Q searct
Back  View Add

LUNEUEE  Supervised Unsupervised

= e BackUp Tag Help
0| Supervised iPad Devices

Edit Blueprints
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4. In the prompt that appears to confirm to want to apply the Blueprint, confirm that the only devices
connected to your Mac are devices that you are OK with erasing, then click Apply. If a License
Agreement window appears, click Accept to dismiss the window.

NOTE: Ensure that there is no connected device that has sensitive information that cannot be
retrieved after the device is erased.

® All Devices
¢ Q Sear

Back  View Add  Blueprints
[LETETY Supervised  Unsupervised  Recovery

Prepare Update BackUp  Tag Help

Apply “Supervised iPad Devices” blueprint
to “iPad"?
Applying a blueprint could erase, modify, remove or
update the selected devices. This operation cannot be

undone.
Cancel Apply

iPad

5. Confirm that Apple Configurator 2 displays a progress bar with a series of steps to install iPadOS,
activate the device(s) and download and install apps.

NOTE: With content caching in place, the time it takes to download iOS, iPadOS, tvOS, and App
Store apps is significantly decreased for each item after the first time that item is downloaded from
Apple and cached on your Mac.

[} All Devices
Back  View Add  Blueprints

Prepare Update BackUp  Tag Help
LULDIEEN  Supervised  Unsupervised Recovery

Applying “Supervised iPad Devices” on “iPad"
% Step 2 of 15: Downloading iPad0S

Cancel

3,c iPad
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6. After Apple Configurator 2 completes applying the Blueprint, double-click any one of the iPad
devices to reveal details.

7. In the upper-right corner, confirm that Apple Configurator 2 displays the word Supervised to
indicate that this device is supervised.

[ ) [ ) iPadD!
< Ev a B i & o a & Q Search

Back  View Add  Blueprints Prepare  Update BackUp  Tag Help
DT |PadDM :

% Profiles

= Console
- About
iPad mini (5th generation)
64 GB
Booted
100% %

Tech Info

13.4.1 (17E262)
DMQYN549LM93
00008020-00112D423C31002E
0x112D423C31002E
34:A8:EB:6B:33:18
34:A8:EB:6B:F8:60

Never

Encrypt local backup

Organization

HCS Technology Group

631-981-1048
svalencia@hcsonline.com

3900 Veteran's Memorial Hwy. Suite 110
Bohemia, NY 11716

Yes

Usage

8. In the sidebar, click Apps.

9. Confirm that Apple Configurator 2 displays that the apps you added to your Blueprint are installed
on this device.

eoce iPadDMQYN549LM93
< > [+] © i & o 2 Q Searct
Back  View Add  Blueprints Prepare Update BackUp  Tag Help
@@ Info )
fim ' i
{& Profiles T w E
Consolel Keynote Numbers Pages
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Section 12: Set Up Device(s) & Enroll in MDM

There are a few requirements to complete this next section and finalize the setup of iPad devices,
which are outside the scope of this guide:

e Apple Business Manager MDM token

e MDM solution with above token in place

¢ i0S/iPadOS device must be configured in MDM for automated enroliment

Tap through Setup Assistant steps and confirm expected settings.

Note: In the upper-right corner of the device, the Wi-Fi symbol is displayed with full signal strength
indicators, even though you have not connected the device to Wi-Fi. This is because your device has
an active USB connection to your Mac. In the upper-left corner, the device always displays the time as
9:41 AM. The reason for this is interesting and outside the scope of this guide.

1. At the Hello screen, press the Home Button or 2. As you configured in the Blueprint, Location
swipe, depending on model. Services is the only Setup Assistant step
that the device shows the user. Tap Enable
Location Services. (Note that no wireless was
required since tethered caching is in use).

9:41AM Tue Jan 9 = 100% £33 9:41AM Tue Jan 9 = 100% &3

< Back

4

Location Services

Location Services allows Maps and other apps and services like Find My to gather
and use data indicating your approximate location

About Location Services & Privacy.

Hello

Enable Location Services

@ Disable Location Services

Press home to open
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3. At this point, the iPad will be at the Home 4. Press the sleep/wake button to bring the iPad
Screen. Swipe left to reveal a second page, to the lock screen.
which will have the apps deployed using Apple

) 5. Confirm that the iPad displays a serial number
Configurator 2. These apps can now be and a QR code.

managed by MDM.

" 9:41AM Tue Jan®

3:42

Friday, April 24

DMQYN549LM93

6. In Apple Configurator 2, click the Window menu and choose Volume Purchasing Assignments.

& Apple Confi 2 File Edit Actions View Account Help 33 3 2xmm O b & Thul1:47PM
[ JON ] Activity
< - +] - 3 Volume Purchasing Assignments ) Q Sear
View Add  Blueprints Prepare q Show Previous Tab ot ﬁ
Show Next Tab Ao
Move Tab to New Window
Apps M
i Sl Merge All Windows Jes
!ﬁ Profiles
Minimize 8M
E Zoom
Tile Window to Left of Screen
Tile Window to Right of Screen
v Supervised iPad Devices 3B used
Setup
Automated Enrollment
Erase and Restore to Latest OS
Device
iPad = Serial
Lock Screen Home Screen
New Done
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7. Confirm that the appropriate number of licenses have been assigned to the devices that you
provisioned.

[ NON ] Volume Purchasing Assignments
[x] Q Search
Revoke License Search

Device Serial Number
> Keynote
BB o of 10 copies available

> Q Numbers
9 of 10 copies available

Pages
9 of 10 copies available

7. For each app, click the disclosure triangle to reveal the serial number(s) of devices that apps were
assigned to.
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Section 13: Troubleshoot Tethered Caching

A known issue with tethered caching is that each device connected to the Mac creates a new network
interface. Over time, a growing number of network interfaces are created in /Library/Preferences/
SystemConfiguration/Networkinterfaces.plist. This can causing extended delays when switching
networks on the Mac and may cause the content caching service to stop functioning. As a result, you
may need to remove the interfaces, which will automatically be re-created as needed. You can use

the following script to remove the the Networkinterfaces plist file, along with other associated plist files
that are affected by the previously connected devices. IMPORTANT: This will remove existing network
settings, including Wi-Fi and VPN configurations.

#!/bin/bash
# If your Mac is set to use tethered caching the iOS device UUID's can eventually
cause a slow down. This will remove key files to resolve.

# Elevated privileges will be needed to execute this script.
/bin/rm /Library/Preferences/SystemConfiguration/com.apple.nat.plist
/bin/rm /Library/Preferences/SystemConfiguration/NetworkInterfaces.plist

/bin/rm /Library/Preferences/SystemConfiguration/preferences.plist

The HCS team developed an app that removes the appropriate files to remediate this issue.. You can
find this tool on our site, available here:

https://hcsonline.com/support/apps/fixtetheredcaching

This completes the guide.

If you'd like help implementing the solution in this white paper, we are ready to help; contact us at
info@hcsonline.com or (866) 518-9672.

If you have corrections please send them to info@hcsonline.com.
For more white papers, visit https://hcsonline.com/support/white-papers.

For more information about HCS, visit https://hcsonline.com.
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