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How to Integrate TeamViewer into Jamf Pro

TeamViewer is a quick and secure way for getting access to computers and networks remotely. By

Integrating Jamf Pro with TeamViewer, It will allow you to establish a friendly remote session with the
end user.

Requirements:

To configure Teamviewer integration with Jamf Pro, you need the following:
e TeamViewer account with administrative privileges

e A Jamf Pro user account with Remote Administration privileges

e A script token for Jamf Pro configured in TeamViewer

¢ To send Self Service natifications, you must configure them in the Interaction section of the Self
Service settings in Jamf Pro.

Teamviewer uses the following Ports:
e 5938 —This is the primary port. Your firewall settings should allow this at a minimum.
e 443—This is used if TeamViewer cannot connect over port 5938. Selected TeamViewer

processes (e.g., update checks) and custom modules created in the TeamViewer Management
Console also use port 443.

e 80—This is used if TeamViewer cannot connect over port 5938 or 443.
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Section 1: Create a token in your TeamViewer Account

NOTE: To avoid potential issues with an inaccessible account, it is recommended to create the script
token using a general TeamViewer account (e.g., support@yourcompany.com). Do not link the script
token to a specific administrator.

1. In a web browser, go to login.teamviewer.com.
2. Enter your TeamViewer Administration account.
3. Click Sign In.

@ safari File Edit View History Bookmarks Window Help = Q 8 4 MonAug2 1:03PM

eoe @M < 0 & login.teamviewer.com @ ¢ h+ ©

53 Teamviewer: The Remote Desktop Software

G TeamViewer
Management Console

[ TeamViewer Management Console

Sign In

Email
jappleseed@hcsonline.com
Password

.......... | [ MY

Keep me signed in

Sign In I

Forgot password?
New to TeamViewer?

Sign Up

Imprint - Privacy Policy - Copyright - Cookie Settings - Apps
Copyright © 2021 TeamViewer Germany GmbH English (US)

étv | 1] @..Z\. (i‘;" '

4. Click on the account menu and select Edit profile.

Johnny Appleseed v “
Corporate + Meeting Crew

Upgrade Account

HCS O Shared 4+ Add v | | % ] Q‘
Edit profile
TTED
Computers & Contacts Connection Reports itori Asset i i ini HCS Group
| sign Out |

Name Status * Policy Services g
o — Lo
S —
B S iMac-Tony-UT +* Connect

== ——
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5. Click Apps.
6. Click Create script token.

Profile settings

General Apps and Scripts accessing your account

License o
Name Description Type
for outlook/gmail app  for outlook/gmail app App

Active logins
Trusted Devices

Browser settings

6 Create script token

Cancel

7. In the Name field, enter Jamf Remote.
8. Click the Session managment menu and select Create, view and edit all sessions.
9. Click Save.

Create script token

7 = Jamf Remote

Integrate TeamViewer with Jamf

Description

Access level User

Account management | No access v
User management | No access v
Session management | No access v

No access
Group management

Create, view own and edit own sessions

Connection reporting

Create, view and edit all sessions

sessions

Computers & Contacts | No access v
Chat | Noaccess v
TeamViewer policies | No access v

TeamViewer Endpoint

Protection | '\ 3ccess v

Managed Groups | No access v

‘Web Monitoring ' No access v
Monitoring | No access v

loT Data | No access v

loT Device Configuration | No access v
User groups | No access v
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10. Confirm the token has been created. Click OK

Jamf Remote

Token created successfully.

@ Never share this information with someone you don't

know or fully trust!

Token 13

11. Confirm the token is listed.

Profile settings

General Apps and Scripts accessing your account

License -
Name Description
Apps

Active logins

for outlook/gmail app for outlook/gmail app

Trusted Devices I Jamf Remote Integrate TeamViewer with Jamf

Browser settings

Create script token

Cancel
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Section 2: Adding the Token to Jamf Pro

1. In a new browser window or tab, navigate to your cloud hosted Jamf Pro.

2. Log into Jamf.

“jamf PRO

USERNAME

PASSWORD

All contel ) 2002-2021 Jamf.
Al rights reserved.

3. In the top-right corner of the page, click Settings

jamf

Dashboard

IComputers Devices

4. Click Global Management.
5. Click Remote Administration.

jamf

{:O} All Settings Global Management
Computers  Devices
2 %
System Settings _
o e Categories Push GSX MDM Profile PKI
0.311-41628520988
[O=LLUE235208 Certificates  Connection Settings Certificates
Global Management
Computers: 55
‘ i G 5

Mobile Devices: Jamf Applications

Volume User-Initiated  Automated Apple Re-enroliment
Purchasing Enrollment Device Education
Enroliment Support

Computers: 0 Self Service

=)
Server Infrastructure (i ] @

Event Logs Webhooks AirPlay
Permissions

Mobile Devices:

Device
: Compliance
Network Organization

Inventory Enroliment Cloud Remote
Preload Customization Services Administration
Connection

D ®>®&[[N

Computer Management

Device Management

)
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6. Click New.

jamf

Settings :

Global Management

< Remote Administration New

E] 00f0 {85

Computers Devices

7. Click Next.

Settings : Global Management > Remote Administration

< New Configuration

Remote Administration Provider Provider to integrate with for remote administration

@ TeamViewer

® Provider

Configure

Complete

Cancel
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8. Do the Following:

A. Enter a Display Name: TeamViewer-HCS
B. Enter the Token created from Section 1, Step 10.
C. Click Next

NOTE:

e The configuration is site specific. If your environment includes sites and you are logged in as a Jamf
Pro Site full administrator, you must select a site for your configuration or add a configuration in the
full context of your Jamf Pro instance. For site administrators, the site is automatically assigned.

e The Maximum Session Time setting allows you to control the session duration. It defaults to
15 minutes with a minimum value of 1 minute and a maximum value of 1440 minutes. It is
recommended to use the minimum value greater than 5 minutes. Meetings started during a session
are not terminated when the session times out.

Settings : Global Management > Remote Administration

< New Configuration

Display Name Display name for the remote administration configuration

Provider
TeamViewer-HCS .—‘— A
® Configure Required
Complete Script Token Script token from TeamViewer
Required

Maximum Session Time
Time in minutes before the session expires. New meetings cannot take place during expired sessions.

: ]

Required

Cancel @ f— C
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9. Click Complete.

Settings : Global Management > Remote Administration

< New Configuration

. Provider
Provider
TeamViewer
Configure
Display Name
® Complete TeamViewer-HCS

Maximum Session Time

15

Cancel Back Complete

|

Saving the configuration triggers automatic connection verification. The verification process must
succeed before you can use the configuration.



How to Integrate TeamViewer into Jamf Pro

TECHNOLOGY GROUP

Section 3: Grant Privacy Permissions

In order for TeamViewer to perform a session, the application requires the following Privacy
permissions on a remote computer:

Accessibility —This is required to run scripts and system commands.

Full Disk Access—This is required for File Transfer and certain administrative settings for all users on a
computer.

Screen Recording—This allows the session supporter to see the end user's screen.

To do this, a Configuration Profile needs to be created.

1. Login to Jamf Pro if necessary.
2. Click Computers.

3. Click Configuration Profiles.
4. Click New.

jamf

= Computers

Configuration Profiles

v Q 1-18 of 18 + New (1] Upload = 08

NAME LoGS COMPLETED PENDING FAILED SCOPE

Computers  Devices

ch Inventory
ch Volume Content

d Software
v macOS Configurations Profiles

Policies
Approved Kernel

: View 53 o o All computers
xtensions

&, Configuration Profiles

5. In the General Section, Do the following:

A. In the Name field, enter TeamviwerPPPC
B. Select a Catergory. This exercise uses macOS Configuration Profile

Computers : Configuration Profiles

< New macOS Configuration Profile

Options Scope

General

‘ Name Display name of the profile

{ TeamViewerPPPC

p Passcode Description Brief explanation of the content or purpose of the profile
Not configured

= Network
Not configured

Category Category to add the profile to

ﬁ VPN macOS Configurations Profiles v
Not configured

Level Level at which to apply the profile

@ DNS Settings Computer Level v
¥ Not configured

Distribution Method Method to use for distributing the profile

=) Content Caching Install Automatically v
Not configured
® =]
=
— Certificate Cancel Save
&
Not configured
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6. In the middle column, scroll down until You see Privacy Preferences Policy Control.
7. Click Privacy Preferences Policy Control to select it.
8. Click Configure.

Computers : Configuration Profiles

< New macOS Configuration Profile

Options Scope

54 Not configured

Printin;
@ g

Not configured |

&) Configure Privacy
Parental Controls Preferences POlle

TS Srmsrisoes
Control
Security and Privacy o Use this section to define access settings
Not configured for applications and services (macOS 1014

or later, User Approved MDM required).

Privacy Preferences Policy
7— @ Control Configure 8
Not configured

9. Enter the following:

A. Identifier: com.teamviewer.TeamViewerHost

B. Identifier type: Bundle ID.

C. Code Requirement:
anchor apple generic and identifier "com.teamviewer. TeamViewerHost" and (certificate leaf
[field.1.2.840.113635.100.6.1.9] /* exists */ or certificate 1[field.1.2.840.113635.100.6.2.6]
/* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate
leaf[subject.OU] = H7TUGFBUGV6)

Options Scope

Security and Privac
@ Y

Not configured Privacy Preferences Policy Control x
Privacy Preferences Policy v App Access +
@ Control
1 payload configured \dentifier
com.teamviewerTeamViewerHost L A
ertificate !
0 AD Certificat J

Not configured ) 1
Identifier Type

BundleID B
Q Energy Saver ]

Not configured
Code Requirement

anchor apple generic and identifier "com.teamviewerTeamViewerHost" and (certificate
leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and
certificate leaf[field1.2.840.113635.100.6.113] /* exists */ and certificate leaf[subject.OU] =

Application & Custom
{@} Settings v

Not configured

H7UGFBUGV6)
Identification . : "
Not configured D Validate the Static Code Requirement
APP OR SERVICE ACCESS
[0 Time Machine
Not configured + Add
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NOTE: The chart below shows the different identifiers and code requirments for the respective
TeamViewer applications.

Application

TeamViewer -
Full Version

Identifier

com.teamviewer. TeamViewer

Code Requirement

anchor apple generic and identifier "com.teamviewer.TeamViewer" and
(certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or certificate
1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaflfie
1d.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] =
H7UGFBUGV®)

TeamViewer
Host

com.teamviewer.TeamViewerHost

anchor apple generic and identifier "com.teamviewer.TeamViewerHost"
and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or
certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[f
ield.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU]
= H7UGFBUGV¢)

TeamViewer
QuickSupport

com.teamviewer.TeamViewerQS

anchor apple generic and identifier "com.teamviewer.TeamViewerQS"
and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or
certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[f
ield.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU]
= H7UGFBUGV6)

10. Scroll down to App or Service.

11. Click Add

AD Certificate
|

Not configured

Q Energy Saver
“¥* Not configured

Application &
{§} Settings
Not configured

Identification

Not configured

Identifier

com.teamviewer.TeamViewerHost

Identifier Type

BundleID ~

Code Requirement

Custom

anchor apple generic and identifier "com.teamviewerTeamViewerHost" and (certificate
leaf[field1.2.840.113635.100.6.1.9] /* exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and

certificate leaf[field1.2.840.113635.100.6.113] /* exists */ and certificate leaf[subject.OU] =

H7UGFBUGV6)

D Validate the Static Code Requirement

APP OR SERVICE

o) Time Machine

Not configured

ACCESS

=)
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12. Perform the following:

A. From the Menu, select Accessibility
B. Under Access, select Allow

anchor apple generic and identifier "com.teamviewerTeamViewerHost" and (certificate
¢ leaf[field1.2.840.113635.100.6.1.9] /* exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and
SR o0k 5.113] /* exists */ and certificate leaf[subject.OU] =

Calendar

Reminders
Photos

Camera
ACCESS B

ent

Microphone
A ] Allow v Cancel Save
PostEvent
SystemPolicyAllFiles
SystemPolicySysAdminFiles ® =l

Cancel Save
AppleEvents

FileProviderPresence LT PV - yar T
ListenEvent r"’

MedialLibrary

ScreenCapture

SpeechRecognition

SystemPolicyDesktopFolder

SystemPolicyDocumentsFolder

13. Confirm the settings Below. Click Save.
14. Click Add.

D Validate the Static Code Requirement

APP OR SERVICE ACCESS

Accessibility Allow v Cancel | Save I 13
+ Add

14

15. Repeat Step 12 with the following settings:
e SystemPolicyAllFiles with the value Allow
e ScreenCapture with the value Allow Standard Users to Allow Access

16. Confirm the settings below.

Application & Custom APP OR SERVICE ACCESS
{§} Settings 4
Not configured Accessibility Allow Edit Delete
a= Identification SystemPolicyAllFile Allow Edit Delete
Not configured
Ti Machi ScreenCapture Allow Standard Uset Edit Delete
o) ime Machine
Not configured
+ Add
Finder
=
B (ot configured ® =
Cancel Save
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17. Click Scope.

Security and Privacy o
Not configured
Identifier Type
Privacy Preferences Policy BundleID v
@ Control
1payload configured Code Requirement
anchor apple generic and identifier "com.teamviewerTeamViewerHost" and (certificate
1 AD Certificate leaf[field1.2.840.113635.100.6.1.9] /* exists */ or certificate 1[field.1.2.840.113635100.6.2.6] /* exists */ and
Roticenigtied certificate leaf[field1.2.840.113635100.6.113] /* exists */ and certificate leaf[subject.OU] =
H7UGFBUGVE)
s~. Energy Saver
B ot confioured i ) )
ot configure D Validate the Static Code Requirement
Application & Custom APP OR SERVICE ACCESS
{§} Settings v
Not configured Accessibility Allow Edit Delete
5] Identification SystemPolicyAllFile Allow Edit Delete
Not configured
@ Time Machine ScreenCapture Allow Standard Uset Edit Delete
Not configured
+ Add
Finder
Eﬂ Not configured ®
Cancel Save
18. Scope the Configuration Profile.
19. Click Save.
Computers : Configuration Profiles
< New macOS Configuration Profile
Options Scope
Targets Limitations Exclusions
Target Computers Target Users
Computers to assign the profile to Users to distribute the profile to
Specific Computers v Specific Users v
Selected Deployment Targets + Add
TARGET TYPE
Mac-07 Computer Remove
® =
Cancel Save
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Section 4: Configure TeamViewer files and upload to Jamf
Download the TeamViewer App

1. Go back to your TeamViewer Management Console.

2. Click Design & Deploy.

3. Click Download Installer.

TeamViewer Richard Goon [I] - Q
Management Console Corporate + Meeting Crew
A HOME Design & Deploy Download installer v | 4 Add Custom Module ~ 7Q\
User management
Custom modules Policies
Service queue Module Owner

4. Select PKG (Host & Full Client for macQOS)

# HOME Design & Deploy Download installer ~ |+ Add Custom Module ~ Q
User management MSI 64bit (Full Client for Windows)
; Cust dul Polici
Design & Deploy ustom modules olicies MSI 32bit (Host & Full Client for Windows)
Service queue Module Owner PKG (Host & Full Client for macOS)
Scripts Select module v || select owner. v | O View ¥

REMOTE MANAGEMENT

Name * Module Download link Owner

5. Go to your Downloads folder and confirm the TeamViewer_PKG folder contains the files below.
Copy TeamViewer_Host.pkg to /Users/Shared/

eoe@ B3 TeamViewer_PKG o ;v
Favorites
33 Dropbox )
@ AirDrop v v
@ Recents LicenseAgreemen TeamViewer_Full. TeamViewer_Host
trtf pkg -pkg

2. Applications

[=1 Deskton

Create a XML file
1. On your Mac, Launch Terminal.

>

Terminal

2. In Terminal, launch a text editor, this guide will use Nano.

[ NON ) {8 rgoon — -zsh — 80x24

Last login: Mon Aug 30 19:42:21 on ttys0e09
rgoon@rgoons—iMac ~ % nanol
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3. Copy and paste the copy below into the text eidtor:

<?xml version="1.0" encoding="UTF-8"?> <!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST
1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<array>
<dict>
<key>attributeSetting</key>
<integer>1</integer>
<key>choiceAttribute</key>
<string>selected</string>
<key>choiceldentifier</key>
<string>com.teamviewer.teamviewerSilentInstaller</string>

</dict>
</array>
</plist>
® @ rgoon — nano — 80x24
GNU nano 2.0.6 New Buffer Modified

<?xml version="1.0" encoding="UTF-8"?> <!DOCTYPE plist PUBLIC "-//Apple//DTD PL$
<plist version="1.0">
<array>
<dict>
<key>attributeSetting</key>
<integer>1</integer>
<key>choiceAttribute</key>
<string>selected</string>
<key>choicelIdentifier</key>
<string>com.teamviewer.teamviewerSilentInstaller</string>
</dict>
</array>
</plist>

File Name to Write: choices.xml
We Get Help Wl To Files
MY Cancel WY DOS Format

LY Prepend
Wg: Backup File

4. Save the file as choices.xml. Move the file to /Users/Shared/

XML

choices.xml
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Package the installer and file into a DMG file

1. Launch Composer.
-IL
w

Composer

2. Navigate to the User folder. Drag and drop the Shard folder into Compser.

® ® ® Composer 10.31.1 -
New

SOURCES

MCKAGES

3 Applications >
5 Library
3 System
Users >

Py > Q Search

Build as DMG  Build as PKG Search

28 = M <D m=vh O Ov

7 johnapplesee > choices.xm
[ joh I d hoi |
£ richardgoon > ‘& TeamViewer_Host.pkg
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3. Confirm Shared has been added under Sources.
4. Expand Users > Shared to view all the files in the folder.

= H 9
® © ® Composer 10.31.1 o ﬂ‘ ﬁ Q Ssearch
New Build as DMG  Build as PKG Search
SOURCES > [ Users

PACKAGES

5. Rename Shared to TeamViewer-files

® © ® Composer10.31

SOURCES > Bl

TeamViewer-fileq]

6. Select all the unnecessary files and folders except TeamViewer_Host.pkg and choices.xml

® © ® Composer 10.31.1 - ﬁ ﬁ Q Search
New Build as DMG  Build as PKG Search

SOURCES v [ Users

> & TeamViewer-files v [ shared
> mm adi
PACKAGES . .DS_Store
B localized
- choices.xml

‘& TeamViewer_Host.pkg
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7. Control-click on the selected items and select Delete "x" items.

v [0 Users
v [ shared
> EL

8. Click Delete.

Are you sure you want to delete 3 items?

Are you sure want to delete these 3 items? This cannot be undone.

[ Do not ask me again Cancel | Delete !

20
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9. Click Build as DMG.

® © ® Composer10.31.1 v

New

v [ Users

> & TeamViewer-files v [ Shared

How to Integrate TeamViewer into Jamf Pro

A

Build as DMG

Build as PKG

Search

10. Save it to the Desktop.

TeamViewer-
files.dmg

Create a script to install the packages.

1. Go Back to your Jamf Instance. Click on Settings in the top-right (looks like a gear).

Dashboard

IComputers

2. Click Computer Management.
3. Click Scripts.

jamf

D

Devices

All Settings

i<

Computers

=

[|[| System Settings

Global Management
Computers: 1

Mobile Devices: 0

S &

Jamf Applications

Computers: 0

:a’;

Self Service

G

Mobile Devi

Server Infrastructure

Network Organization

g W

Computer Management

Computer Management

L

Packages

Dock ltems

Computer Manageme

Inventory
Collection

D

Autorun
Imaging

Configurations

<<

Inventory
Display

Removable
MAC
Addresses

I

Lo,

©

Printers

®

Patch

Management

L]

Check-In

App Updates

Directory
Bindings

nt - Management Framework

ﬂ‘

Security

Disk
Encryption
Configurations

Extension
Attributes
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4. Click New.

jamf

Settings :

Computer Management

« Scripts New

Q ole column LJ 1-20f2 kel

[7] NAME Y || caTEGORY

Computers Devices

10.32.0-b.2.116.

5. Enter the following:

A. Display Name: InstallTeamViewer

B. Select a catergory, this guide uses Scripts.
C. Information: Installer Script

D. Click Script

Settings : Computer Management > Scripts

< InstallTeamVierwer

D —— SerreT Options Limitations

Display Name Display name for the script

[ InstallTeamVierwer ] A

Required
Category Category to add the script to

;

Information Information to display to the administrator when the script is run

installer Script C

Notes Notes to display about the script (e.g., who created it and when it was created)

® &

Cancel Save

22
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6. Copy and paste the following:

#!/bin/bash
sudo installer -applyChoiceChangesXML "/Users/Shared/choices.xml" -pkg
"/Users/Shared/TeamViewer Host.pkg" -target /

7. Click Save.

Settings : Computer Management > Scripts

< InstallTeamVierwer

General Script Options Limitations

Script Contents

Default Mode v Default Theme T T+ v Commands

1 #!/bin/bash
2 sudo installer -applyChoiceChangesXML "/Users/Shared/choices.xml" -pkg "/Users/Shared/TeamView

Cancel Save

Upload the DMG file to Jamf
1. Go Back to your Jamf Instance. Click on Settings in the top-right (looks like a gear)

jamf

Dashboard

IComputers Devices

2. Click Computer Management
3. Click Packages

{§} All Settings Computer Management
Computers  Devices
i'ﬂ . “©
v ] @
|][||] System Settings =
. Packages Scripts Printers Directory Disk
Bindings Encryption
Global Managamant Configurations
Computers: 1
2 @
Moblle Devices : A
obile Devices: 0 Jamf Applications ;
Dock ltems  Configurations Patch

Computers: 0 (R Management
Mobile Devices: 0
Server Infrastructure

Computer Management - Management Framework

(= ® I B

Inventory Inventory Check-In Security Extension
Collection Display Attributes

Network Organization

m We& Ny e

Computer Management

23



4. Click New.

Computers

Settings : Computer Management

< Packages

5. Click Choose File

Settings :

General

Computer Management > Packages

< New Package

Options Limitations

Display Name Display name for the package

How to Integrate TeamViewer into Jamf Pro

None

6. Navigate to the Desktop.

Category Category to add the package to

v

me of the package on the distribution point (e.g. "MyPackage.pkg")

Manifest File

7. Click Upload.

Favorites
33 Dropbox M- =+ £ Desktop Q
@ Recents
A Applicati... | Screen Shot 2...t 11.14.30 AM
= Desktop = Screen Shot 2...t 11.14.49 AM
Screen Shot 2...t 11.15.02 AM ™
[ Documents
Splashtop Account o

© Downloads = Splashtop_Str...25725Z.dmg
1} rgoon e .mobileconfig
E5 OneDrive = !

@ Synology Photos
B Jamf Inte... _— . N

7 TeamViewer-files >
B Automati... B TeamViewer-files.dmg
B creative... © Tempus.fmp12 . )

@ User-Initiated Enrollment TeamViewer-files.dmg
iCloud " Volume_Purc...pleid.com.csv Disk Image - 65.2 MB
& iCloud Dri... Information
Locations Cancel
40 Peaa: a

Choose Files to Upload

Select Teamviewer-files.dmg.

24
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8. Select a Catergory, this guide uses Applications.
9. Click Save.

Settings : Computer Management > Packages

< New Package

General Options Limitations

Display Name Display name for the package

TeamViewer-files.dmg

Sategory _Category to odd the package to

8 m— Applications

Filename Filename of the package on the distribution point (e.g. "MyPackage.pkg")

Choose File  TeamViewer-files.dmg

Manifest File

Upload Manifest File

Info Information to display to the administrator when the package is deployed or uninstalled

Notes Notes to display about the package (e.g. who built it and when it was built)

(

® & ——9

Cancel Save

Create a Policy
1. Click Computers

jamf

Settings

« Packages

Computer Management

Computers

+ New

NAME CATEGORY PRIORITY FUT FEU INDEXED

TeamViewer-files.dmg Applications 10 No No No

2. Click Policies
3. Click New.

jamf

= Computers

Computers Policies
b q 1-20f2
NAME FREQUENCY TRIGGER Soee

ed Software
¥ Applications

2 Policies
»

Configuration Profiles

System Diagnostics Report Ongoing Self Service All computers

v No category assigned

25
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4. Do the following:

A. For Display Name, enter Install TeamViewer Host
B. Select a catergory. This guide uses Applications.
C. Select a Trigger and Frequency. This guide uses Recurring Check-In and Once per computer

Computers : Policies

< New Policy

Options Scope Self Service User Interaction

General > General

Display Name Display name for the policy

@& Packages 1
' 0 Packages Install TeamViewer Host ] A
r@) Software Updates . Enabled

““  Not Configured

Category Category to add the policy to
Scripts T
0 Scripts Applications v B

Trigger Event(s) to use to initiate the policy

g Printers
£ 0 Printers
Startup

When a computer starts up. A startup script that checks for policies must be configured in Jamf Pro for this to work

Disk Encryption
Not Configured

Login
When a user logs in to a computer. A login hook that checks for policies must be configured in Jamf Pro for this to work

I Dock ltems

Logout
0 Dock Items

When a user logs out of a computer. A logout hook that checks for policies must be configured in Jamf Pro for this to work

Network State Change
When a computer’s network state changes (e.g., when the network connection changes, when the computer name
changes, when the IP address changes)

x Local Accounts
0 Accounts

o8 0 O0ood

Printers
0 Printers Enroliment Complete
after a the enrollment process
&1 Disk Encryption Recurring Check-in C
1@ Not configured At the recurring check-in frequency configured in Jamf Pro
Custom
B Dockitems At a custom event
= 0Dock Items
Execution Frequency Frequency at which to run the policy

x Local Accounts Once per computer v

0 Accounts

Management [j Automatically re-run policy on failure
.?. Accounts

Not Configured

Taraet Drive The drive on which ta riin the nolicv (e a "Valiimes/Restara/™ The nolicy riins on the hant drive by defanlt

5. Click Packages
6. Click Configure.

General

Packages >
0 Packages

Software Updates
Not Configured

Scripts ‘& Configure Packages

m E Z|€

0 Scripts
Use this section to install, cache, and uninstall
Printers packages. Also use this section to install a single
0 Printers cached package.
: Disk Encryption Configure 6
NS
@] Not configured g
Dock Items
0 Dock Items
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7. Locate TeamViewer-files.dmg and click Add.

Computers : Policies
< New Policy
Options Scope Self Service User Interaction
General Packages #t Packages Settings
NAME CATEGORY
ﬁ Packages >
0 Packages TeamViewer-files.dmg Applications
(@ Software Updates Cancel
- Not Configured
Scripts
0 Scripts

8. Select the checkbox next to Fill Existing User Directories (FEU).

r

Computers : Policies

< Install TeamViewer Host

Options Scope Self Service User Interaction
iz Packages >
- Package Packages
a’ Software Distribution Point Distribution point to download the package(s) from
@) Updates Each computer's default distribution point v
Not Configured

Scripts
1 Script
TeamViewer-files.dmg <

g Printers
O Printers Action Action to take on computers
Install e
<. Disk Encryption
@ Not Configured
Fill user templates (FUT)
Fill new home directories with the contents of the home directory in the package's Users folder.

Dock Items Applies to DMGs only
0 Dock ltems

. ill existing user home directories (FEU)
ill existing home directories with the contents of the home directory in the package's Users folder.

Local Accounts pplies to DMGs only

0 Accounts

5

Update Autorun data
Management Add or remove the package from each computer's Autorun data

Accounts

[
v

®

Cancel Save

9. Click Scripts

Scripts
1Script

TeamViewer-files.dmg x )+

s Printers
g‘ 0 Printers Action Action to take on computers
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10. Click Configure.

Computers : Policies

< New Policy

Options Scope Self Service User Interaction

ﬁ Packages
1Package

ﬁg Software Updates
®) Not Configured

- Scripts >
0 Scripts

g Printers
0 Printers

B Configure Scripts

Disk Encryption Use this section to run scripts.

Not Configured
Configure
Dock ltems
? 0 Dock Items
- I Aaral Arraininte
11. Locate the script, InstallTeamViewer and click Add.
Computers : Policies
< New Policy
Options Scope Self Service User Interaction
ﬁ Packages Scripts 4% Scripts Settings
1Package
NAME CATEGORY
(@) Software Updates
Not Configured InstallTeamVierwer Scripts
- Scripts 5 systemdiagnose Self Service Scripts Add
0 Scripts
Cancel
4 Printers
12. Confirm Priority is set for After. Click Scope.
Computers : Policies
< New Policy
Options Scope Self Service User Interaction
Scripts N
- 1Script > Scripts
Printers .
= oprners InstallTeamVierwer x o+ ]
) . use for running the script in relation to other actions
ol Disk Encryption
O Not Configured
[ Dock Items Parameter Values
£ 0Dock Items Values for script parameters. Parameters 1-3 are predefined as mount point, computer name, and username
Parameter 4
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17. Scope the Palicy.
18. Click Save.

Computers : Policies

< New Policy

Options Scope Self Service User Interaction
Targets Limitations Exclusions
Add Deployment Targets Done
Computers Computer Groups Users User Groups Buildings Departments
Q Filter Re 1-10f1

NAME

Mac-07 Add
< 1 v > Show: 100 ~ ®
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Section 5: Test Remote Administration

1. On the remote Mac, confirm TeamViewer Host is installed.

open. Click Continue.

&  Terminal

2. TeamViewer Host should appear in the Menu bar on the right and TeamViewer Host Setup is

Shell Edit View Window Help

B ® = Q R 4 WedSepl 736PM

Initial Setup
Welcome

This assistant helps you to setup TeamViewer 5o that you can access this
computer anytime without being physically there.

Note: This assistant is optional. You can abort it whenever you want and setup.
unattended access in the TeamViewer preferences.

-

B0~ o BE-:00:0 @ D0E
3. Click Continue.

NOTE: The Initial Setup for TeamViewer can be skipped, When Jamf Remote Administration is
initiated, the end user will give access to the admin to connect.

o0 Initial Setup

Unattended Access

Set and remember your personal password to access this computer from
everywhere.

SKip this step if you don't want to access this computer remotely, yet. You can
set or change the password in the TeamViewer preferences afterwards.

Personal password (for unattended access)
Password:

Confirm password:

Back skip

4. Click Finish.
X ) Initial Setup

Setup complete

The setup is completed. Please click Finish to exit the assistant and start
TeamViewer.

___
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6. Click Request Access.

[ XX ] Review System Access

Review System Access

requires your to access system capabilities to provide its
functionality. Please review the permissions below.

If you or others need to access this Mac remotely, Screen Recording and Accessi

ity permissions are required.

Screen i i requires Screen ling access so remote users
can see your screen in Remote Control sessions and Meetings.

Not Determined

requires ibility access so your mouse and
keyboard can be controlled remotely.

® Allowed
Full Disk Access  TeamViewer requires Full Disk Access to access files and folders

on your Mac for File Transfer.

@ Allowed Open Full Disk Access Preferences...

? Close

7. Click Open System Preferences.

Screen Recording

) “TeamViewer Host” would like to record this
computer's screen.

g Grant access to this application in Security & Privacy
preferences, located in System Preferences.

? I Open System Preferences I

8. Select the checkbox next to TeamViewer Host.

Security & Privacy Q searct

General  FileVault ~ Firewall  Privacy

Location Services Allow the apps below to record the contents of your
screen, even while using other apps.

Contacts
TeamViewer Host
Calendars
Reminders
Photos
Camera
Microphone

Speech Recognition

@
7
-
&
dly

A
& Click the lock to make changes. 2

Accessibility

9. Click Quit & Reopen.

@ [
“TeamViewer Host" will not be

able to record the contents of
your screen until it is quit. ‘

You can choose to quit *“TeamViewer
Host" now, or do it on your own later.

Later

tition:
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10. On your Admin Mac. Click Computers.
11. Click Search.

eoe M < 0 ® 2 0 & igpojim jamfcloud. html e © M +
HCSv Apple iCloud Linkedin Toolsv Regus Online Account Comics v WebUIKit Honda Payment ~Peat Supportticket  Suitcase TeamSync  DComplex Store -Kb  DoE v My Honda, »
= K 0 % 8 90 E ¥4 Advanced Computer Search®

jamf

Search

| Computers

Computers

11

Advanced Computer Searches + New

Search Inventory
NAME

No Advanced Computer Searches

12. Click on the Mac that has TeamViewer Host installed.

Computers

All Computers (1)
[O\ ‘ 1-10f1 + New

NAME

13. Click Management.
14. Click Remote Administration.
15. Click Start Session.

Reason for Session

< Mac 07 MacBook Air

i eBooks Remote Administration
Oinscope Corrputers at TeamViewer-HCS (Team\Vi

Reason For Session T he computer's hst

Mac App Store Apps
kit [ I wantlto see why Your Mac is not connecting to the USB Printer l

@ g 15

N @ Activation Lock Bypass
8 contigured

¢ Managed Preferences
Oinscope
@ Restricted Software
scope
Computer Groups
Tsmart, 0 static

e Remote Administration
@  Computers at Teamviewerics >
14 o

O @ juj

History Autorun Data Delete
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16. On the remote Mac, a notification will appear from Self Service, instructing to go to Bookmarks in
Self Service to join a remote session. Click on the notification badge to take you to Self Service >
Bookmarks.

4 WedSep 1 7:45PM

1B =30"g @8- -"°08+06 AW

17. Click Open
eoe
£ self service
Browse 2Results
Q search
@ Home Al >
B Browse >
Applicatic >
£} Notifications prications
@ History
Bookmarks 1Result

Remote Session
500-858-042
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18. Your default web browser will launch and open TeamViewer download page. Click Launch

Installed TeamViewer.

< 0 @ get.teamviewer.com & ® M +

eoe M >

[Te—— ]

Select from the options below to establish the TeamViewer
‘connection. We recommend that you install the full TeamViewer

version for best experience.
Download
single-use

TeamViewer

 the selection

19. Click Allow.

Do you want to allow this page to open "TeamViewer Host"?

Cancel
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< Mac 07 MacBook Air

Inventory Management

Mac App Store Apps

How to Integrate TeamViewer into Jamf Pro

20. On your Admin Mac. Click the link under Administrator.

History

ﬁ Policies Remote Administration
3in scope Computers at -HCS ( )
Reason For Session This note will display in the computer’s history record.
@ eBooks
0iin scope Jamf Remote Session

%3 Close Session

0Oin scope
End user
{g} Configuration Profiles
©  1inscope
2 End user is offline
ﬁ(D Activation Lock
[l Bypass URL
Configured Remote administration session URL for the end user to connect (5)
https://getteamviewer.com/v15/s00858042
W Managed Preferences
0in scope & Resend Self Service notification
Restricted Software
Oin scope Administrator
Computer Groups LR t &

1smart, O static I https://get.teamviewer.com/v15/s00858042-UdWJCDpmqLtk I

P # @

Patch Management

21. Click Launch Installed TeamViewer

Connect to s00858042 ]

Select from the options below to establish the TeamViewer

connection. We recommend that you install the full TeamViewer
version for best experience.

Launch installed|
e

21. If You have TeamViewer installed on the Mac, it will ask you to allow the page to open TeamViewer.
Click Allow.

Do you want to allow this page to open “TeamViewer"?

Cancel
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22. On the remote Mac, click Allow.
NOTE: The remote mac will have 30 seconds to allow the admin to connect.

Richard Goon - Remote control

Richard Goon would like to view and control your desktop.
Would you like to allow that?

22. From the admin Mac, TeamViewer is launched and should have remote access to the remote Mac.

0@ ssse2se0 X O D~ 4 Actionsv O View. % AudioNideo. W Extrasy @ i Gb

@ Safari Fle Edt View History Bookmarks Window Help B ® = Q 2 + Wedsep? 1033PM

& getteamviewer.com e e TeamViewer x
"o E D>

> Session st -

Richard Goon (205166 731)» %

www teamviewer.com

Connect o s48562580 ]

Select from the options below o establish the Team\Vi
connection. We recomy t you instal the ull TeamViewer
vorsion for best experience.

mend
r

Launch Download

installed single-use

ToamViewer ToamViewer

Remember the selection

IBO"=0"g @8- "00+08

If you'd like help implementing the solution in this white paper, we are ready to help; contact us at
info@hcsonline.com or (866) 518-9672.

If you have corrections please send them to info@hcsonline.com.
For more white papers, visit https://hcsonline.com/support/white-papers.

For more information about HCS, visit https://hcsonline.com.
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