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How to Install SentinelOne with Jamf Pro

Preface

What is SentinalOne?

SentinelOne protects your computer and data with anti-malware and anti-exploit
protection. The SentinelOne agent continually receives intelligence updates from
SentinelOne servers. The agent is very lightweight on resources and offers minimal to no
impact on work.

This guide was written using the following:
1. macOS Ventura 13.2

2. Jamf Pro 10.43

3. SentinelOne
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Section 1: Packages and Scripts

In this section, we will upload the SentinelOne package and script as well as create a category for
organizational purposes.

1. Acquire the SentinelOne package and your organization token from the SentinelOne console.

Sentinel-

Release-...538.pkg
66.5 MB

2. Log into your Jamf Pro server.

= jamf PRO

USERNAME

PASSWORD
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3. In Jamf Pro, Click Settings ().
4. Click Computer management.

5. Click Packages.

Settings

Display icons
10.42.1-11667311080
= All System Global Jamf Apps Self Service Server Network Computer management - - 4
Computers: | I

14 settings

Comp

& Packages B scripts &= Printers

Upload packages, configure settings, and Upload and manage scripts to deploy to Configure printers to deploy to computers
set deployment priority computers, set parameters

6. Click New (+).

Settings : Computer management

« Packages

+ New

7. Click Choose File and select your SentinelOne package.
8. Select a category and add notes if desired.

9. Once you are ready to upload the package, click Save.

Settings : Computer management > Packages

< New Package

General Options Limitations

Display Name Display name for the package

Sentinel-Release-22-4-1-6538_macos_v22_4_1_6538.pkg

Category Category to add the package to

8 — Security v
ilanama @iaie of the package on the distribution point (e.g. "MyPackage.pkg")
7 Choose File entinel-Release-22-4-1-6538_macos_v22_4_1_6538.pkg
Manifest File

Upload Manifest File

Info Information to display to the administrator when the package is deployed or uninstalled

Notes Notes to display about the package (e.g. who built it and when it was built)

HCS/AJK - 01 February 2023

® |@l—>9

Cancel Save
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10. Click Settings (4).

11. Click Computer management.
12. Click Scripts.

jamf

Settings

Computers

SN

Display icons

Al System Global JamfApps SelfService Server  Network | Computer management I Do Yser 1 1
14 settings
& Packages B scripts 4=t Printers
Upload packages, configure settings, and Upload and manage scripts to deploy to Configure printers o deplov to computers 1 2
set deployment priority computers, set parameters

13. Click New (+).

Settings : Computer Management

< Scripts

14. Configure the following:
A. Display Name: SentinelOne
B. Select a category
C. Add notes if desired.

15. Click Script.

Display Name ¢ Computer management > Scripts

< New Script

15 — Options  Limitations

Display Name Display name for the script

1 4A _+ SentinelOne

Required

Category Category to add the script to

148 ——4=em ]

Information Information to display to the administrator when the script is run

Notes Notes to display about the script (e.g.

who created it and when it was created)
14C _THCS/AJK - 01 February 2023 ‘
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16. Enter the following code:

echo "$4" > /Library/Application\ Support/JAMF/Waiting\ Room/com.sentinelone.registration-token
/usr/sbin/installer -pkg /Library/Application\ Support/JAMF/Waiting\ Room/$5 -target /

17. Click Options.

Settings : Computer management > Scripts

< New Script

Mode Theme

Default v Q@ @ aQ 0 %

17

Limitations

Default v ]

1 echo "$4" > /Library/Application\ Support/JAMF/Waiting\ Room/com.sentinelone.registration-token
2 /usr/sbin/installer -pkg /Library/Application\ Support/JAMF/Waiting\ Room/$5 -target /

— 5

16

®

Cancel Save

18. Configure the following:
A. Parameter 4: Token
B. Parameter 5: Package Name
Parameter 4 will be used for the registration token and parameter 5 will be used for the name of the
package.

19. Click Save.

Settings : Computer management > Scripts

< New Script

General  Script  Options  Limitations

Priority Priority to use for running the script in re
After v

Parameter Labels Labeis 1o use for script parameters. par

ers 1through 3 are predefined as mount point, computer name, and usermname

Parameter 4

1 8A A ‘

Parameter 5

1 SB — _LPackage Name| ]

Parameter 6

Parameter 7

Parameter 8

Cancel
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Section 2: Create Smart Computer Groups
In this section, we will create two smart groups for scoping purposes.

1. Click Computers.
2. Click Smart Computer Groups.
3. Click New.

Computers

Smart Computer Groups

=1

NAME COUNT

All Managed Clients

All Managed Servers

2 e Eg Smart Computer Groups

4. For the Display name, enter Computers without SentinelOne.

5. Click Criteria.

Computers : Smart Computer Groups

< New Smart Computer Group

Display Name Display name for the smart computer group

4 _+ Computers without SentinelOne|

7‘ Send email notification on membership change
When group membership changes, send an email notification to Jamf Pro users with email notifications enabled. An SMTP server must be set up in Jamf Pro for this to work

6. Click Add (+).

Computer Group Criteria

AND/OR CRITERIA OPERATOR VALUE
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7. Choose Application Title.
Computers : Smart Computer Groups
< New Smart Computer Group

Computer Group ~ Criteria

NEW CRITERIA Show Advanced Criteria

Appcation Tite

Building Choose
Computer Group Choose
Computer Name Choose
Department Choose

8. Change the operator to "does not have”.
9. Enter the Value SentinelOne Extensions.app.

10. Click Save.
11. Click Smart Computer Groups.

1 1 .ISman Computer Groups |

< Computers without SentinelOne

Computer Group ~ Criteria  Reports
v Application Title I does not v I SentinelOne E v Delete
+ Add

o, Fw

12. Click New.

Computers

Smart Computer Groups

NAME COUNT
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TECHNOLOGY GROUP

13. For the Display name, enter Computers running macOS 13 or greater.
14. Click Criteria.

Computers : Smart Computer Groups

< New Smart Computer Group

1 4 : Criteria

Display Name  Display name for the smart computer group

1 3_-1 Computers running macOS 13 or greater

Send email notification on membership change

15. Click Add (+).

Computer Group  Criteria

AND/OR CRITERIA OPERATOR VALUE

16. Click Show Advanced Criteria.

When group membership changes, send an email notification to Jamf Pro users with email notifications enabled. An SMTP server must be set up in Jamf Pro for this to work

Computers : Smart Computer Groups

< New Smart Computer Group

Computer Group Criteria

NEW CRITERIA

Application Title

Building

Computer Group

Computer Name

Department

Enrollment Method: PreStage enrollment
Last Check-in

Last Inventory Update

Choose

Choose

Choose

Choose

Choose

Choose

Choose

Choose
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17. Scroll down, choose Operating System Version

Computers : Smart Computer Groups

< New Smart Computer Group

Computer Group Criteria
Number of Processors Choose
Operating System Choose
Operating System Build Choose
Operating System Name Choose
Operating System Version
Optical Drive Choose

18. Configure the following:
A. Change the operator to “greater than or equal”
B. Value: 13.0
C. Click Save

Computers : Smart Computer Groups

< New Smart Computer Group

Computer Group  Criterla
- B
v \C,’;’;"gﬁ"”g Systam | greater than or equal  + I 130 . Delete

+ Add

o [ ——c

Cancel Save
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Section 3: Configuration Profiles
Create Configuration Profiles to ensure SentinelOne installs and operates properly.

1. Click Computers.
2. Click Configuration Profiles.
3. Click New (+).

jamf

1 [ 1 Computers

Configuration Profiles

. ] vems 3

Computers  Devices

NAME Locs compLETED PENDING FAILED scope
4 Jamf Connect
2 &, Configuration Profiles 2 Networking

4. Configure the profile with the following:
A. Name: SentinelOne Settings
B. Enter a description
C. Select a category
D. Level is set to Computer Level
E. Distribution Method is set to Install Automatically.

Computers : Configuration Profiles

< New macOS Configuration Profile

Options Scope

@, General ‘ General
Name Display name of the profile
P Passcode SentinelOne Settings e A
Not configured

Description Brief explanation of the content or purpose of the profile

Notifications, Privacy Preferences Policy Control, System Extensions Safelist, and Content Filter settings for ’_’_ B
SentinelOne

VPN
& Category Category to add the profile to

Not configured
| None v i C

Network
Not configured

P)

@ DNS Settings
o

Not configured Level Level at which to apply the profile
|Computer Level ~ i D

EA DNS Proxy
Not configured Distribution Method Method to use for distributing the profile
I Install Automatically v : E

g Content Caching
Not configured



5. Scroll to the Notifications payload.
6. Click Add (+).

Options Scope

WOTCONIgureyu

Notifications

Notifications
Q Use the switch to enable the setting configuration (macOS 1015 or later)

Not configured

®
7. Configure the payload with the following:

A. Enter the Bundle ID: com.sentinelone.SentinelAgent
B. Enable Critical Alerts
C. Enable Notifications
D. Banner alert type, set to Persistent
E. Select Display for:

e Notifications on Lock Screen

e Notifications in Notification Center

e Badge app icon
F. Enable Play sound for notifications
G. Click Privacy Preferences Policy Control

Computers : Configuration Profiles

< New macOS Configuration Profile

Options Scope

Q Notifications
1 payload configured

Notifications

1payload configured

@ Printing
Not configured Bundle ID: com.sentinelone.SentinelAgent

Settings configured: 7

Parental Controls

™ Not configured App Name
Security and Privacy ]
Not configured
Settings
Privacy Preferences Polic: tar
A ¥ Critical Alerts

@  control

Not configured

Critical Alerts can ignore Do Not Disturb and ringer settings for this app

Notifications

AD Certificate
i Allow notifications to be displayed for this app

Not configured

Banner alert type
:QL Energy Saver

Not configured

Notifications on Lock screen

Application & Custom
{é‘} Settings v

Not configured

\dentificati Notifications in Notification Center
ientification

Not configured

Badge app icon

D Time Machine Play sound for notifications

Not configured

rm Finder

Banner alerts appear in the upper-right corner. Temporary banners clear automatically and persistent
banners require the end user to take action before clearing

How to Install SentinelOne with Jamf Pro

+ Add
Remove all -+ Add
X S
Bundle ID
com.sentinelone.SentinelAgent °'}—A
Required
Include

(o D [@D]}—8B

[@}—-c¢
[@—o>

E7

D\'sable Enable g— F

H\de Dlsp\ay

H\de Dlsp\ay

H\de Dlsp\ay
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8. Click Configure.

& Configure Privacy Preferences
Policy Control

Use this section to define access settings for applications
and services (macOS 10.14 or later, User Approved MDM

required).

Configure

9. Configure the payload with the following:

A. Identifier: com.sentinelone.sentineld-helper.

B. Identifier Type: select Bundle ID.

C. Code Requirement, enter the following:
anchor apple generic and identifier "com.sentinelone.sentineld-helper" and (certificate leaf[fie
1d.1.2.840.113635.100.6.1.9] /* exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists
*/ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.
OU] = "4AYE5J54KN")

D. Click Add (+).

Privacy Preferences Policy Control X
~ App Access +
Identifier

com.sentinelone.sentineld-helper +A

Identifier Type
BundleID +

Code Requirement

anchor apple generic and identifier "com.sentinelone.sentineld-helper" and (certificate
leaf[field1.2.840.113635.100.6.1.9] /* exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and
certificate leaf[field1.2.840.113635.100.6.113] /* exists */ and certificate leaf[subject.OU] = "4AYE5J54KN")

D Validate the Static Code Requirement

APP OR SERVICE ACCESS

+ Al e D

10. Choose SystemPolicyAllFiles.
11. Select Allow for Access.
12. Click Save.

L J

D Validate the Static Code Requirement

APP OR SERVICE ACCESS, 1 1
I SystemPolicyAllFiles v I Allow v Cancel 1 2
10 !
® El
Cancel Save
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13. Click Add (+) to add another App Access.

Privacy Preferences Policy Control x

+  App Access +

14. Scroll down and configure the following:

A. Identifier: com.sentinelone.sentineld-shell

B. Identifier Type: select Bundle ID

C. Code Requirement, enter the following:
anchor apple generic and identifier "com.sentinelone.sentineld-shell" and (certificate leaf[fie
1d.1.2.840.113635.100.6.1.9] /* exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists
*/ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.
OU] = "4AYE5J54KN")

D. Click Add (+).

Computers : Configuration Profiles

< New macOS Configuration Profile

Options  Scope

Privacy Preferences Policy

@ Control + Add
1payload configured

[) AD Certficate
Not configured +~  App Access x 4+

xp Eneray Saver Identifier

Not configured
com.sentinelone.sentineld-shell 0—.— A

Application & Custom o
& Settings v
Not configured BundielD

Code Requirement

Identification

Not configured

anchor apple generic and identifier "com ineld-shell” and (certifica
leaflfield1.2.840113635.100.6.1.9] /* exists */ o certificate 1[field1.2.840113635100.6.2.6] /' exists */ and certificate
leaflfield1.2.840113635100.6.113] * exists */ and certificate leaf[subject, OU] = "4AYES JS4KN")

) Time Machine
Not configured

|| validate the Static Code Requirement

Finder
®m " APP OR SERVICE ACCESS
Not configured

[=—o
Accessibility

Not configured

®
E‘l Proxies Cancel Save
Not configured

15. Choose SystemPolicyAllFiles.
16. Select Allow for Access.

17. Click Save for the configuration.
18. Click Save to save the profile.

L J

D Validate the Static Code Requirement

APP OR SERVICE ACCE l 16

I SystemPolicyAllFiles v I Allow v Cancel Save _1 7

15 I

® 2 |——18

Cancel Save
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19. Confirm You have two payloads configured.
20. Click Edit.

Computers : Configuration Profiles

< SentinelOne Settings

Options  Scope E] Show in Jamf Pro Dashboard

@, General Privacy Preferences Policy Control

+~ App Access

Ja Notifications

1 payload configured
Identifier

19—
Privacy Preferences Policy
@ Control

Identifier Type
1payload configured

Bundle ID

Code Requirement

Validate the Static Code Requirement
APP OR SERVICE ACCESS
SystemPolicyAllFiles Allow

0] [ “ ] 0] 20
Edit

History Logs Download Clone Delete

21. Scroll down and click System Extensions.
22. Click Configure.

Computers : Configuration Profiles

< SentinelOne Settings

Options  Scope

Not contigured

Xsan
L]

Not configured

Smart Card
Not configured

System Migration
Not configured

5

Configure System
Extensions

Approved Kernel Extensions
Not configured

Use this section to define settings for System
Extensions (macOS 1015 or later, User Approved MDM

required)
@ Associated Domains

Not configured
@ 22

o Extensions
Not configured

¢y Single Sign-On Extensions
" Not configured

System Extensions
Not configured

21—

Y Content Filter Cancel Save
Not configured




23. Configure the payload with the following:
A. Display Name, enter: SentinelOne Network Monitoring Extension
B. System Extension Types, select: Allowed System Extensions
C. Team |dentifier, enter: 4AYE5J54KN

D. Click Add (+)

How to Install SentinelOne with Jamf Pro

Computers : Configuration Profiles

< SentinelOne Settings

Options  Scope

Xsan
&

Not configured

Smart Card
Not configured

System Migration

System Extensions
Allow users to approve system extensions

v Allowed Team IDs and System Extensions

Display Name

=

SentinelOne Network Monitoring Extension
Not configured
poicyedkemellEdansions I {Anoweds stem Extensions - |
= Not configured ¥ |
Team Identifier
) Associated Domains
Not configured AAYESJ54KN
ALLOWED SYSTEM EXTENSIONS
Py Extensions
Not configured
Single Sign-On Extensions
24. Enter com.sentinelone.network-monitoring.
25. Click Save to save the configuration.
Team Identifier
[ 4AYE5J54KN ]
ALLOWED SYSTEM EXTENSIONS
Cancel

24_{ com.sentinelone.network-monitoring| ]

26. Click Content Filter.

® Associated Domains
Not configured

o Extensions
Not configured

¢y Single Sign-On Extensions
Not configured

System Extensions
= 1 payload configured

g Content Fiter
Not configured

Team Identifier

—>

AAYESJ54KN

ALLOWED SYSTEM EXTENSIONS

com.sentinelone.network-monitoring

Edit

+ Add
Delete

+ Add

®

Cancel  Save
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27. Configure the payload with the following:
A. Filter Name, enter: SentinelOne Extensions
B. Identifier, enter: com.sentinelone.extensions-wrapper

Content Filter

Exclude all

Settings configured: 4
Include
Filter Name a

Display name of the filter in the app and on the device

A —{ SentinelOne Extensions l

Identifier a

Identifier for the fiter plug-in

B—d o l

Required

28. Scroll down and continue to configure the payload with the following:

A. Enable Filter Order

B. Confirm Firewall is selected.

C. Socket Filter Bundle Identifier, enter: com.sentinelone.network-monitoring

D. Socket Filter Designated Requirement, enter:
anchor apple generic and identifier "com.sentinelone.network-monitoring" and (certificate leaf[fie
1d.1.2.840.113635.100.6.1.9] or certificate 1[field.1.2.840.113635.100.6.2.6] and certificate leaf[fie
1d.1.2.840.113635.100.6.1.13] and certificate leaf[subject.OU] = "4AYE5J54KN")

E. Click Scope.

Computers : Configuration Profiles

< SentinelOne Settings

E Options iScope I

Filter Order ‘) _A

& Xsan

Specify the order in which traffic is filtered. Filters with a grade of firewall see network traffic before filters with a grade
&
Not configured of inspector
g e I Firewall v I B
mart Car

Not configured

Socket Filter 0

Socket Filter Bundle Identifier Bundle identifier of the socket filter provider system extension

com.sentinelone.network-monitoring .—‘—C

Socket Filter Desil D ted of the socket filter provider system extension

anchor apple generic and identifier "com. 1e.network-monitoring" and (certificate \eaf[ﬂeld.1.2.8+_D
Network Filter @)

Network Filter Bundle Identifier Bundle identifier of the network filter provider system extension

System Migration
& Not configured

Approved Kernel Extensions
= Not configured

) Associated Domains
Not configured

o Extensions

Not configured [ J
¢ Single Sign-On Extensions Network Filter Desi i Designated t of the network filter provider system extension
# Not configured [ J

System Extensions
& 1 payload configured Custom Data e )

v Content Filter

Settings configured: 4 Cancel Save
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29. Scope to your needs. In this example, we are scoping to All Computers.

30. Click Save to save the profile.
31. Click Previous (¢)

Computers : Configuration Profiles

31 SentinelOne Settings

Options  Scope

Targets Limitations

Target Computers Target Users

Computers to assign the profile to Users to distribute the profile to

29 _I, All Computers - ]I Specific Users =
Selected Deployment Targets
TARGET TYPE

No Targets

32. Click New (+).
Q, Computers

Computers Configuration Profiles

1-320f 32

Policies

&, Configuration Profiles

NAME LoGs COMPLETED

Restricted Software

33. Configure the profile with the following:
A. Name: SentinelOne Managed Login ltems
B. Enter a description
C. Select a category
D. Level is set to Computer Level
E. Distribution Method is set to Install Automatically.

General

Name Display name of the profile

Exclusions

+ Add

o [2]—=0

[ peee =)\

PENDING FAILED SCOPE

SentinelOne Managed Login Items

Description Brief explanation of the content or purpose of the profile

Category Category to add the profile to

o—Lm ]

Level Level at which to apply the profile

Computer Level ~

Distribution Method Method to use for distributing the profile

D

E _I Install Automatically v I




34. Scroll to the Managed Login ltems payload.

35. Configure the following payload:
A. Enable the Managed Login Item rile,
B. Select Label Prefix from the Rule Type menu
C. Rule Value, enter: com.sentinelone.
NOTE: include the trailing period
D. add a Rule Comment if desired

36. Click Add (+).
Managed Login ltems

1setting configured

Setting

Managed Login Item rules

A custom set of keys that identifies the rule types and values for the Managed Login Items

Rule Type Rule Value

The rule to identify the item The value to match the rule type

How to Install SentinelOne with Jamf Pro

Exclude all

Include

[@}— 35

35B Il Label Prefix

v I {com.semine}one.

Rule Comment An optional description of the rule

Prevent SentinelOne Launch Agents and Launch Daemons from being disabled

37. Configure the following:

A. Select Bundle Identifier Prefix from the Rule Type menu.

B. Rule Value, enter: com.sentinelone.
NOTE: include the trailing period
C. add a Rule Comment if desired

38. Click Scope.

Managed Login Items

1setting configured

Setting

Managed Login Item rules

A custom set of keys that identifies the rule types and values for the Managed Login Items

Rule Type Rule Value

The rule to identify the item The value to match the rule type

com.sentinelone.

Label Prefix v ]

Rule Comment An optional description of the rule

} 35C
g
‘ 35D
+ Ada 36
Exclude all
@
U

Prevent SentinelOne Launch Agents and Launch Daemons from being disabled

Rule Type Rule Value
The rule to identify the item The value to match the rule type

com.sentinelone.

37A IBundIe Identifier Prefix v JI

] 37B

Rule Comment An optional description of the rule

Prevent SentinelOne Launch Agents and Launch Daemons from being disabled

37C

+ Add

20
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Section 4: Policies
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Create a policy to deploy SentinelOne

1. Click Add (+).

Computers : Configuration Profiles

< SentinelOne Managed Login ltems

Options Scope

Targets

Target Computers
Computers to assign the profile to

Specific Computers

Selected Deployment Targets

TARGET

Limitations

Target Users
Users to distribute the profile to

Specific Users v

TYPE

Exclusions

+ Add

No Targets

2. Click Computer Groups.

3. Click Add for Computers running macOS 13 or greater.
4. Click Save.

Computers : Configuration Profiles

< SentinelOne Managed Login ltems

Options Scope

Targets Limitations Exclusions

Add Deployment Targets Done

|
2 Computer I

Computer Groups I Users User Groups Buildings Departments

GROUP NAME

All Managed Clients
All Managed Servers

Computers running macOS 13 or greater

< 1 v > Show: 100 v ® 4
Cancel Save

21
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5. If you are using Automated Device Enrollment, make sure that the SentinelOne configuration profiles
are installed during the setup assistant.

Computers : PreStage Enrollments

< HCS Computers

Options Scope

O ceneral Configuration Profiles & Configuration Profiles

x Account Settings

To ensure the selected configuration profiles remain installed on computers after enroliment, ensure the scope
{ﬂfg Configuration Profiles 5 of the configuration profile includes the computers in the scope of the PreStage enrollment.

@ CONFIGURATION PROFILE SCOPE
@ 0 Profiles

User and Location NAME SCOPE

<

Security
® Purchasing

(<]

SentinelOne Managed Login Iltems Computers running macOS 13 or greater
Attachments

' o attachments

(<]

SentinelOne Settings All computers

6. Click Computers.
7. Click Policies.
8. Click New (+).

jamf

6 .|;\, Computers

Somputers Policies
NAME A FREQUENCY TRIGGER SCOPE

7 5 Policies

Configuration Profiles

22
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9. Configure the policy with the following:
A. Name the policy. For the purposes of this guide, we have named it Deploy SentinelOne 22-4-1-6538
B. Select a Catergory
C. Set Trigger to Recurring Check-In
D. Set Execution Frequency to Once per computer
E. Select the checkbox for Automatically re-run policy on failure.
F. Click Packages

Computers : Policies

< New Policy

Options Scope Self Service User Interaction

General > General
Display Name Display name for the policy
F Packages }
0 Packages Deploy SentinelOne 22-4-1-6538 7 A
Software Updates Enabled
Not Configured

E @ |e

Category Category to add the policy to
Scripts .
0 Scripts Security v B

Trigger Event(s) to use to initiate the policy

Printers
0 Printers

i

Startup
When a computer starts up. A startup script that checks for policies must be configured in Jamf Pro for this to work
A Disk Encryption
TQT Not Configured Login
When a user logs in to a computer. A login event that checks for policies must be configured in Jamf Pro for this to work

[ Dock ltems Network State Change
== 0Dock ftems When a computer's network state changes (e.g., when the network connection changes, when the computer name changes,
when the IP address changes)

x Local Accounts

0 Accounts Enroliment Complete

Immediately after a computer completes the enroliment process

ecurring Check-in
t the recurring check-in frequency configured in Jamf Pro

o
2

Not Configured

Custom
m Directory Bindings At a custom event
0Bindings
daiiich to run the policy
N EFl Password Once per computer v D
B Not Configured

re-run policy on failure

Restart Options
Not Configured

Retry Event Event to use to re-run the policy

Maintenance On next recurring check-in v
Not Configured

¥

Retry Attempts
Files and Processes
Not Configured 3 v

,C)

Microsoft Device
@ compliance E] Send notifications for each failed policy retry
~ Not Configured

23
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10. Click Configure.

Options Scope

General

Packages
0 Packages

g ¢

Not Configured

Scripts
0 Scripts

Printers
0 Printers

F W

Disk Encryption

A

8] Not Configured

I Dock ltems
= 0Dock Items

Self Service User Interaction

Software Updates

& Configure Packages

Use this section to install, cache, and uninstall

packages. Also use this section to install a single

cached package.

Configure

11. Add the SentinelOne package.

Computers : Policies

< Deploy SentinelOne 22-4-1-6538

Options Scope

General

Packages
0 Packages

12. Click Scripts.

Computers :  Policies

Self Service User Interaction

Packages
NAME

Sentinel-Release-22-4-1-6538_macos_v22_4_1_6538.pkg

< Deploy SentinelOne 22-4-1-6538

Options Scope

[u] General

a Packages
1 Package

Software
f@) Updates
Not Configured

Self Service User Interaction

Packages

Distribution Point

Distribution point to download the package(s) from

{Each computer's default distribution point v ]

Sentinel-Release-22-4-1-6538_macos_v22_4_1_6538.pkg

. Scripts

1Seript

Action
Action to take on computers

Printers
0 Printers

Niel

Cache v

CATEGORY

Security

48 Packages Settings

24



How to Install SentinelOne with Jamf Pro

13. Click Configure.

Options Scope Self Service User Interaction

g Packages
¥ Package

ﬂrw Software Updates
o Not Configured

- Scripts >
0 Scripts

3 Printers
£ 0 Printers

B Configure Scripts

12 Disk Encryption
Not Configured
ot Configure: Use this section to run scripts.

Dock Items Gt
0 Dock Items onfigure

14. Add the SentinelOne Install script.

Computers : Policies

<~ New Policy

Options Scope Self Service User Interaction
@& Packages Scripts % Scripts Settings
& irackage
NAME CATEGORY

(@) Software Updates
Not Configured SentinelOne Install Business

- Scripts > Cancel
0 Scripts

= Printers
0 Printers

15. Enter your organization token in the parameter labeled Token and the name of the Package in the
Package Name parameter.

1 ?;ripts > Parameter Values Values for script parameters. Parameters 1-3 are predefined as mount point, computer name, and username
cript
Token
g";”‘ters { eyJlcmwiOiAiaHROcHM6Ly91c2VhMS1zMXN5LNNIbnRpbmVsb25ILm5IdCIsICJzaXRIX2tleSI6ICJhAMTMXMmMSNDdIZmUz: ]
rinters

Package Name

Disk Encryption
Not Configured

Sentinel-Release-22-4-1-6538_macos_v22_4_1_6538.pkg ]
|
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16. Click Maintenance.
17. Click Configure.

Options Scope Self Service User Interaction

Disk Encryption
Not Configured

: Dock Items
T 0Dock tems

x Local Accounts
0 Accounts
? Management
Accounts SN o .
“ ot Configured 7 Configure Maintenance
Directory Bindings Use this section to update inventory, reset computer
J

0 Bindings names, install all cached packages, and run common
maintenance tasks.

N EFl Password
B Not Configured

Configure

Restart Options
Not Configured

|
1 6 X Maintenance 5

Not Configured

18. Confirm the checkbox for Update Inventory is selected.

19. Click Scope.

Computers : Policies

<« Deploy SentinelOne 22-4-1-6538

Self Service User Interaction

19

General Maintenance

Update Inventory
[Force computers to submit updated inventory information to Jamf Pro

@ Packages
1Package

18

20. Click Add (+).

Computers : Policies

<« Deploy SentinelOne 22-4-1-6538

Options Scope Self Service User Interaction
Targets Limitations Exclusions
Target Computers Target Users.
Computers to deploy the policy to Users to deploy the policy to
Specific Computers v Specific Users v

Selected Deployment Targets

TARGET TYPE

+ Add

17
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21. Click Computer Groups.

22. Click Add for Computers without SentinelOne.

23. Click Save.

Computers : Policies

< Deploy SentinelOne 22-4-1-6538

Options Scope Self Service User Interaction
Targets
Add Deployment Targets
21 Computer Groups I Users

GROUP NAME

All Managed Clients
All Managed Servers
Computers without SentinelOne

Computers running macOS 13 or greater

< 1 v 4 Show: 100 v

This completes this guide.

Limitations

How to Install SentinelOne with Jamf Pro

Exclusions

Done

User Groups Buildings Departments

Add 22

® =]
Cancel Save 23
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