A jamf

Create a Jamf Smart Group
for the Current Version of macOS

Rev2023121262



Contents

PIETACE ... 3
Section 1: Create @ Patch POlICY .. o.oiiiiii e 4
Section 2: Create Smart CompPuUEr GrOUDS .......c.couiiiiiiiiiiiiiiieic e 6

Section 3: Create a Smart Computer Group for a Policy or Configuration Profile ... 14



Preface

In Jamf, Smart Computer Groups are a good way of filtering your devices with specific attributes.
Combine this with Patch managment and you will be able to view devices that are in compliance
with your company policy. For example, you may want to find out which of your Mac computers
have the current macOS or which Mac computers may have the different versions of the same
macOS. This guide will show you how to create a Smart Computer Group based off of Patch
management.

This guide used the following:
e Mac Computer running macOS Sonoma (various versions)
e Jamf Pro Server version 11.2



Create a Jamf Smart Group for the Current Version of macOS

Section 1: Create a Patch Policy

1. Log in to your Jamf Pro Server.

¥4 Pro
Username
( J
Required
Password
{ =]
Required

2. Click Computers.
3. Under Content Management, click Patch Management.

4. Click New.

Do

_" Pro o

Computers

Patch Management

Licensed Software Q| Filter Results II = 4

=3 Content Management

oo
=)

2 Computers

.. NAME i PUBLISHER i SOURCE I LATEST VERSION i LAST UPDATED i % ON LATEST VERSI!
& Policies
No data available in table
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

3 I Patch II

eBooks

Groups

Smart Computer
Groups

Static Computer
Groups

Classes
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Create a Jamf Smart Group for the Current Version of macOS

5. In the search field, enter “Apple macOS.”

6. In this example we will choose “"Apple macOS Sonoma”. Click (

) for Apple macOS Sonoma.

94 Pro

20

0= O Computers
a A

(»  Licensed Software

& Content Management
@  Polcies

Configuration Profiles

Computers : Patch Management

< Software Titles

2

Q
o

Q Apple macog

v Jamf

NAME PUBLISHER

Software Updates Apple macOS Apple (Combined Definition)
Restricted Software Apple macOS Big Sur Apple
Mac Apps
Apple macOS Catalina Apple
Patch Management
S Apple macOS High Sierra Apple
Apple macOS Mojave Apple
Groups
Smart Computer Apple macOS Monterey Apple
Groups
Static Computer Apple macOS Sierra Apple
Groups
Apple macOS Sonoma Apple
Classes

LATEST VERSION

14.21 (23¢71)

11.710 (20G1427)

10.15.7 (19H2026)

10.13.6 (17G14042)

10.14.6 (18G9323)

12.7.2 (21G1974)

10.12.6 (16G2136)

14.2.1 (23C71)

LAST UPDATED

12/19/2023 at 02:57 PM

09/12/2023 at 04:23 AM

07/20/2022 at 02:48 PM

02/25/2021 at 03:35 PM

07/21/2021 at 05:17 PM

12/11/2023 at 02:16 PM

02/25/2021 at 03:35 PM

12/19/2023 at 02:57 PM

7. Click Edit to add a Category and Notifications. In this example, we selected macOS Updates and

selected the checkboxes for Jamf Pro Notification and Email.

8. Click Save.

%4 Pro
g0
Be 2 Computers
a
[} Inventory
0o Search Inventory
=3
Search Volume
& Content

Licensed Software

Content Management
Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

Smart Computer

Computers :  Patch Management

< Apple macOS Sonoma

Patch Report  Software Title Settings  Definition  Patch Policies

Display Name
Display name for the software title

Do

[Apple macOS Sonoma

Required

Publisher Name of the software publisher

Apple

Category
Category to add the software title to

macOS Updates v

Notifications Notifications to receive when an updated software title is available

Email

Jamf Pro NotificationT

[©]

Cancel

Save
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Section 2: Create Smart Computer Groups

1. Click Smart Computer Group

2. Click New.

g Pro

80
U5 O Computers
a
Restricted Software
& Mac Apps
%
> Patch Management
i) eBooks
Groups
Smart Computer
Groups

Computers

Smart Computer Groups

NAME A il COUNT il
All Managed Clients 2
All Managed Servers 0
Apple Silicon Macs 1

3. In the Display Name enter a name of your choosing. For this guide we are using “macOS
Sonoma - Current Version.”

4. Click Criteria.

g rro

20
05 2 Computers

a
Policies
(] Configuration Profiles
& Software Updates
Restricted Software
&
Mac Apps

Patch Management

eBooks

Computers : Smart Computer Groups

< New Smart Computer Group

Computer Group | Cn(eria=

Display Name
Display name for the smart computer group

[macos Sonoma - Current \/ersiori

E] Send email notification on membership change
When group membership changes, send an email notification to Jamf Pro users with email notifications enabled. An SMTP server must be set up in Jamf Pro for
this to work

5. Click Add.

g rro

B g Computers

— Policies

(b Configuration Profiles
& Software Updates

& Restricted Software

Mac Apps

Patch Management

eBooks

Computers :  Smart Computer Groups

< New Smart Computer Group

Computer Group ~~ Criteria

AND/OR CRITERIA OPERATOR VALUE
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Create a Jamf Smart Group for the Current Version of macOS

6. Click Show Advanced Criteria.

¥4 Pro

2 Computers

Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

Smart Computer
Groups

Static Computer
Groups

Classes

Enroliment

Enroliment Invitations

Computers :

< New Smart Computer Group

Computer Group ~ Criteria
NEW CRITERIA
Apple Silicon

Application Title

Building

Computer Group

Computer Name

Department

Font Title

Last Check-in

Last Inventory Update

Licensed Software

Smart Computer Groups

Show Advanced Criteria

e &

PreStage Enroliments Cancel Save
7. Scroll down and click Choose for Patch Reporting Software Title.
4 Pro o &

2 Computers

Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

Smart Computer
Groups

Static Computer
Groups

Classes

Enroliment
Enroliment Invitations

PreStage Enroliments

Computers :

< New Smart Computer Group

Computer Group  Criteria

Password Type

Patch Reporting Software Title

Phone Number
Platform

Plug-in Title

Plug-in Version

PO Date

PO Number

Position

Processor Speed MHz
Processor Type

Profile Identifier

Smart Computer Groups

Choose
®

Cancel Save
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8. Click Choose for Patch Reporting: Apple macOS Sonoma.

54 Pro o

Do

Computers : Smart Computer Groups

< New Smart Computer Group

20
0e o Computers

a
Policies
(] Configuration Profiles Computer Group Criteria
& Software Updates
NEW CRITERIA
Restricted Software
& Patch Reporting: Apple macOS Sonoma
Mac Apps

Cancel

Patch Management

eBooks

9. Click the Value listing (-+*) to the right of Value.

"4 Pro Q

Do

Computers :  Smart Computer Groups

< New Smart Computer Group

05 g Computers

Policies
(o Configuration Profiles Computer Group Criteria
& Software Updates
AND/OR CRITERIA OPERATOR VALUE
Restricted Software
& Patch

Mac Apps Reporting:
SR -~ g

Patch Management macOS
Sonoma

eBooks

Groups

Smart Computer
Groups

Static Computer
Groups

Classes

Enroliment

Enroliment Invitations
®

Cancel Save

PreStage Enroliments
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Create a Jamf Smart Group for the Current Version of macOS

10. Click Choose for Latest Version.

4 Pro
20
0 2 Computers
a
Policies
(] Configuration Profiles
& Software Updates
Restricted Software
&

Mac Apps
Patch Management

eBooks

Groups

Smart Computer
Groups

Static Computer
Groups

Computers :  Smart Computer Groups

< New Smart Computer Group

Computer Group  Criteria

CHOICE

Latest Version
14.21 (23C71)
14.2 (23C64)
141.2 (23B92)
141.2 (23B2091)
1411 (23881)
1411 (23B2082)

141 (23B2077)

Classes 141 (23B2073)

R 1411 (23874)

Enrollment Invitations 140 2sanad) Choose

®
PreStage Enroliments Cancel Save
11. Click Save. Optionally, you may click Show in Jamf Pro Dashboard.
% Pro 8 8
o0 Computers :  Smart Computer Groups
U O Computers
" < New Smart Computer Group

a

Policies
(] Configuration Profiles Computer Group Criteria
£ Software Updates

AND/OR CRITERIA ‘OPERATOR VALUE

Restricted Software
@ Patch

Mac Apps Reporting:

@ Apple [is v J [Latest Version ] O
Patch Management macOs
Sonoma

eBooks

Groups

Smart Computer
Groups

Static Computer
Groups

Classes

Enroliment
Enroliment Invitations

PreStage Enrollments

+ Add

®

Cancel
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12. Click View to see your results.

4 rro o &
0 Computers :  Smart Computer Groups
%s o Computers .
P < macOS Sonoma - Current Version
a
Configuration Profiles
o SRR TS Computer Group  Criteria  Reports 3 show in Jamf Pro Dashboard
& Restricted Software
AND/OR CRITERIA OPERATOR VALUE
& Mac Apps
Patch Management
eBooks
Groups.
Smart Computer
Groups
Static Computer
Groups
Classes
Enroliment
Enroliment Invitations
PreStage Enroliments © ® © o @
History View Clone Delete Edit
13. Confirm your results. In this example, there is one Mac with the current version of
macOS Sonoma.
:. Pro Qo 8

Computers

1 Computer in "macOS Sonoma - Current Version"

3

Dashboard

8 Computers >

Devices >
Q I 1-10f1 + New

Users >
~
@

Settings -
rgoons iMac

=)

3
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Create a Jamf Smart Group for the Current Version of macOS

14.We will create another Smart Computer Group to view the Macs that are not on the current
version of Sonoma. Click Computers.

15. Click Smart Computer Groups.

16.Click macOS Sonoma - Current Version.

g Pro o 8
an Computers
bs O Computers
Smart Computer Groups
Restricted Software
N
t Mac Apps
00 NAME A il COUNT ih
> Patch Management
@ eBooks All Managed Clients 2
D All Managed Servers 0
1 5 Smart Comp Apple Silicon Macs 1
Groups
Static Computer macOS Sonoma - Current Version 1 6
Groups
Notebooks 1
Classes
SF fonts [
Enroliment
Enroliment Invitations
PreStage Enrollments
17.Click Clone.
4 Pro o &
0 Computers :  Smart Computer Groups
%= 2 Computers .
P < macOS Sonoma - Current Version
a
Configuration Profiles
@ S . Computer Group  Criteria Reports Show in Jamf Pro Dashboard
& Restricted Software
AND/OR CRITERIA OPERATOR VALUE
Mac Apps
@ pp:
Patch Management
eBooks
Groups
Smart Computer
Groups
Static Computer
Groups
Classes
Enroliment
Enroliment Invitations
PreStage Enroliments
o ® B © o @
History View Clone Delete Edit
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Create a Jamf Smart Group for the Current Version of macOS

18. Change the display name from “macOS Sonoma - Current Version copy” to “macOS Sonoma -
Out of Date”.

19. Click Criteria.

¥4 Pro Q

Do

Computers :  Smart Computer Groups

< New Smart Computer Group

Restricted Software
X Computer Group Criteria
& Mac Apps 1 9

oo
=]

2 Computers

D

%0
=) "
Patch Management Display Name
Display name for the smart computer group
& eBooks N
[macos Sonoma - Out of Date yj 1 8
Groups T .
D Send email notification on membership change
When group membership changes, send an email notification to Jamf Pro users with email notifications enabled. An SMTP server must be set
Smart Computer .
up in Jamf Pro for this to work
Groups

Static Computer
Groups

Classes

Enroliment
Enroliment Invitations

PreStage Enroliments ®
Cancel Save

20. Change the Operator from “is” to “less than”.

21.Click Save.

A Pro TS}
on Computers :  Smart Computer Groups
Ue O Computers
< New Smart Computer Group
a
() Inventory Computer Group Criteria
& Search Inventory
AND/OR CRITERIA Vvis VALUE
Search Volume q t
& Content Patch is no
Reporting: S .
Licensed Software @ Apple Latest Version W
macOsS 20
Sonoma
Content Management less than or equal

Policies

Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

Smart Computer

Groups

®
Static Computer Cancel — 21
Groups

Section 2 Page 12



Create a Jamf Smart Group for the Current Version of macOS

22. Click View.

Do

¥ pro I}

Computers :  Smart Computer Groups

< macOS Sonoma - Out of Date

oo
==}

2 Computers

(]

Cunnguiauun Fioimes

Ch Software Updates Computer Group Criteria Reports [:] Show in Jamf Pro Dashboard

Q0 Restricted Software
AND/OR CRITERIA OPERATOR VALUE

Mac Apps
Patch Management

eBooks

Groups

Smart Computer
Groups

Static Computer
Groups

Classes

Enroliment

Enroliment Invitations

PreStage Enrollments © B © of @

History View Clone Delete Edit

23. Confirm your results. In this example, we found one Mac that does not have the current version
of macOS Sonoma.

g Pro o 8
B2 Dashboard Computers — "
1 Computer in "macOS Sonoma - Out of Date
L1 Computers >
& Users >
NAME
&

Settings
John's MacBook Pro
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Create a Jamf Smart Group for the Current Version of macOS

Section 3: Create a Smart Computer Group for a Policy or Configuration Profile

Since this particular criteria was used for reporting, you will get the following error while scoped for
a policy or configuration profile:

Options Scope  Self Service  User Interaction
General
@ Policy scope cannot be based on a smart computer group that uses the "latest version” criteria.
. Packages
., Packages

If you would like this criteria to be used as a scope for a policy or configuration profile, follow these
steps.

1. Click Computers.

2. Click Smart Computer Group

3. Click New.

¥4 Pro fal

Do

Computers

8
o Computers Smart Computer Groups

Restricted Software

Mac Apps
90 NAME A il COUNT ih
> Patch Management
& eBooks All Managed Clients 2
(S All Managed Servers 0
2 Smart Computer Apple Silicon Macs 1
Groups

4. In the Display Name enter a name of your choosing. For this guide we are using “macOS
Sonoma - Out of Date Policy.”

5. Click Criteria.

54 pro o 8
on Computers :  Smart Computer Groups
0e O Computers
< New Smart Computer Group
a
g | Pestricted Software Computer Group | Criteria :
MBS —
&
Patch Management Display Name
® Display name for the smart computer group
Al
eBooks [macOS Sonoma - Out Of Date Policy )
Groups [:] Send email notification on membership change
When group membership changes, send an email notification to Jamf Pro users with email notifications enabled. An SMTP server must be set up in Jamf Pro
Smart Computer for this to work
Groups
Static Computer
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Create a Jamf Smart Group for the Current Version of macOS

6. Click Add.

Do

g rro o

Computers :  Smart Computer Groups

< New Smart Computer Group

B g Computers

a
Policies
(] Configuration Profiles Computer Group Criteria
& Software Updates
AND/OR CRITERIA OPERATOR VALUE
@ Restricted Software

Mac Apps

Patch Management

eBooks

7. Click Show Advanced Criteria.

"4 Pro o &
o Computers :  Smart Computer Groups
05 g Computers
< New Smart Computer Group
2
Policies
(] Configuration Profiles Computer Group Criteria
8 Software Updates
NEW CRITERIA
@ Restricted Software
Apple Silicon Choose
Mac Apps
Application Title Choose
Patch Management
Building Choose
eBooks
Computer Group Choose
G
o Computer Name Choose

8. Scroll down and click Choose for Computer Group.

%4 pro o 8
= Computers :  Smart Computer Groups
% O Computers
< New Smart Computer Group

=t
@ | Resticted Software Computer Group ~ Criteria

Mac Apps Certificates Expiring Choose
o piring

Patch Management Computer Azure Active Directory ID
@

eBooks Computer Group

CRED Computer Name

Smart Computer Conditional Access Inventory State

Groups

- Content Caching - Activated
Static Computer .
Groups Content Caching - Active
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9. Click the Value listing (-+*) to the right of Value.

g Pro
g0
bs O Computers
a

Restricted Software
(]

Mac Apps
9
(=23

Patch Management
@ eBooks

Groups

Smart Computer
Groups

Static Computer
Groups

Classes

Enrollment

Enroliment Invitations

Computers : Smart Computer Groups

< New Smart Computer Group

Computer Group  Criteria

AND/OR CRITERIA OPERATOR

VALUE

- J Computer [member of v J
Group

Smart Computer
Groups

Static Computer
Groups

Classes

Enroliment
Enroliment Invitations

PreStage Enroliments

Apple Silicon Macs

Notebooks

PreStage enroliment - Mac PreStage
SF fonts

macOS Sonoma - Current Version

macOS Sonoma - Out of Date

®
PreStage Enroliments Cancel Save
10. Click Choose for “macOS Sonoma - Out of Date.”
g Pro [A)
o Computers :  Smart Computer Groups
% O Computers
5 < New Smart Computer Group

a
@ | Restricted Software Computer Group ~ Criteria

Mac Apps —
&

Patch Management CHOICE
& eBooks All Managed Clients

All Managed Servers
Groups

Choose

Choose

Choose

o

(€]

Cancel Save
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11.Click Save.

54 pro o 8
o0 Computers :  Smart Computer Groups
05 O Computers
< New Smart Computer Group

a
g | Restricted Software Computer Group ~ Criteria

Mac Apps h—
9
b Patch Management AND/OR CRITERIA OPERATOR VALUE
& CJ

eBaoks v gomputer [member of v } [macOS Sonoma - Out of Date ] @

roup
Groups

Smart Computer
Groups

Static Computer

Groups
Classes
Enroliment
Enroliment Invitations
(€]
PreStage Enroliments Cancel Save
12.Click View to view your results.
g Pro [A)
o Computers :  Smart Computer Groups
% O Computers H
¥ < macOS Sonoma - Out Of Date Policy
a
o ResticlediSeilare Computer Group  Criteria  Reports (7 show in Jamf Pro Dashboard
Mac Apps —
9
e Patch Management AND/OR CRITERIA OPERATOR VALUE
@ eBooks - member of v -
Groups

Smart Computer
Groups

Static Computer
Groups

Classes

Enroliment

Enroliment Invitations

PreStage Enroliments ®© ® o 1] %4
History View Clone Delete Edit
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13. Confirm your results. In this example, we found two Mac that does have the latest version of
macOS. You may use this Smart Computer Group in a policy or configuration profile.

g pro Q

Do

Computers

2 Computers in "macOS Sonoma - Out Of Date Policy"

0 Dashboard

oo

0 Computers >
(b Devices >
&3 Users >
NAME A
% Settings

John's MacBook Pro

MacBook Air
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